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PREFACE 


Why  the  concepts 

The  future  Joint  Foree  will  operate  in  a  eomplex  and  uneertain  global  seeurity 
environment  eharaeterized  by  asymmetrie  threats  from  international 
organizations,  nation  states,  rogue  states,  and  terrorist  organizations.  A  shift 
in  the  Joint  Foree’s  role  and  employment  is  required  to  respond  in  this  new 
seeurity  environment. 


What  the  concepts  are 

The  Range  of  Military  Operations  (ROMO)^,  developed  to  refleet  this  ehanged 
seeurity  environment,  identifies  43  aetivities  for  whieh  the  Joint  Foree  must 
prepare.  Joint  Operations  Coneepts  (JOpsC)  identify  future  military  problems 
and  propose  solutions  for  innovative  ways  to  eonduet  operations.  They  are  a 
visualization  of  future  operations  and  deseribe  how  a  eommander,  using 
military  art  and  seienee,  might  employ  eapabilities  neeessary  to  meet  future 
ehallenges.  The  Capstone  Coneept  for  Joint  Operations  (CCJO)  is  the 
overarehing  eoneept  of  the  JOpsC  family  that  guides  the  development  of  future 
joint  eapabilities  by  providing  a  broad  deseription  of  how  future  joint  forees  are 
expeeted  to  operate  aeross  the  ROMO.  The  Joint  Operating  Coneept  (JOC) 
applies  the  CCJO  to  deseribe  how  a  Joint  Foree  Commander  (JFC),  8-20  years 
into  the  future,  is  expeeted  to  eonduet  operations  within  a  military  eampaign. 

What  the  concepts  do 

The  family  of  joint  eoneepts  plays  a  eentral  role  in  the  eapabilities-based 
methodology  for  Joint  Foree  development.  This  eoneept  paper  foeuses  on  the 
role  of  deterrenee  in  aehieving  two  of  the  Chairman's  key  strategie  priorities: 
guiding  Joint  Foree  transformation  and  enhaneing  joint  warfighting 
eapabilities. 


1  Capstone  Concept  for  Joint  Operations,  August  2005. 
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EXECUTIVE  SUMMARY 

“The  new  strategic  environment  requires  new  approaches  to  deterrence  and 
defense.  Our  deterrence  strategy  no  longer  rests  primarily  on  the  grim  premise  of 
inflicting  devastating  consequences  on  potential  foes.  Both  offenses  and 
defenses  are  necessary  to  deter  state  and  non-state  actors,  through  denial  of  the 
objectives  of  their  attacks  and,  if  necessary,  responding  with  overwhelming 
force.”  US  National  Security  Strategy^ 

Purpose 

The  challenges  identified  in  the  National  Security  Strategy  require  a  new 
concept  for  “waging”  deterrence  paired  with  revised  joint  force  capabilities  that 
provide  a  wider  range  of  military  deterrent  options.  Deterrence  requires  a 
national  strategy  that  integrates  diplomatic,  informational,  military,  and 
economic  powers.  DOD  must  develop  strategies,  plans  and  operations  that 
are  tailored  to  the  perceptions,  values,  and  interests  of  specific  adversaries. 
Deterrence  strategies  and  actions  must  span  daily  operations  and  must  be 
developed  for  all  phases  of  conflict  planning. 

Deterrence  operations  convince  adversaries  not  to  take  actions  that  threaten 
US  vital  interests  by  means  of  decisive  influence  over  their  decision-making. 
Decisive  influence  is  achieved  by  credibly  threatening  to  deny  benefits  and/or 
impose  costs,  while  encouraging  restraint  by  convincing  the  actor  that  restraint 
will  result  in  an  acceptable  outcome.  Because  of  the  uncertain  future  security 
environment,  specific  vital  interests  may  arise  that  are  identified  by  senior 
national  leadership.  Deterrence  strategy  and  planning  must  be  sufficiently 
robust  and  flexible  to  accommodate  these  changes  when  they  occur.  This 
Deterrence  Operations  Joint  Operating  Concept  (DO  JOC)  describes  how  Joint 
Force  Commanders  (JFCs)  will  conduct  deterrence  operations  through  2025. 
The  DO  JOC  provides  the  conceptual  framework  needed  to  meet  the  2006 
Quadrennial  Defense  Review  (QDR)  requirements  for  deterrence  activities 
tailored  for  rogue  powers,  terrorist  networks  and  near-peer  competitors.  The 
DO  JOC  describes  the  impact  of  deterrence  on  other  key  activities  -  assuring 
allies  and  friends,  dissuading  potential  adversaries,  and  defeating  adversaries  - 
that  are  necessary  to  execute  the  National  Defense  Strategy.  It  provides  a  set 
of  steps  necessary  to  operationalize  deterrence  planning  that  supports  the 
National  Military  Strategy  (NMS)  objective  of  'Prevent  Conflict  and  Surprise 
Attacks'  and  the  NMS  requirement  to  develop  a  wider  range  of  options  that 
discourage  aggression  and  coercion.  It  provides  the  operational  context  and 
conceptual  basis  for  further  concept  development,  capability  based 
assessments  (CBA),  integrated  architectures  and  experimentation. 


2  The  National  Security  Strategy  of  the  United  States  of  America,  16  March  2006,  pg  22. 
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Military  Problem 


In  the  future,  joint  foree  eommandeers  will  pursue  deterrenee  objeetives  vis-a- 
vis  both  nation-states  and  non-state  aetors.  The  identity,  nature  and 
eapabilities  of  adversaries  will  shift  dramatieally  as  the  joint  foree  faees  a  wider 
speetrum  of  eontingeneies  throughout  a  eomplex  battlespaee.  Deterrenee 
operations  must  eontinue  to  deter  attaeks  against  US  vital  interests  and 
provide  an  environment  that  allows  the  US  to  pursue  eonstruetive  poliey  goals 
worldwide. 3  Beyond  2012  our  sueeess  in  planning  and  exeeuting  deterrenee 
strategy  will  depend  largely  on  how  well  we  address  four  key  aspeets  of  the 
military  problem: 

Wide  Array  of  Potential  Adversaries:  The  US  will  faee  an  array  of  state  and 
non-state  adversaries,  whose  politieal,  eultural,  ideologieal,  religious,  and 
idiosyneratie  values  and  goals  differ  from  ours.  These  differenees  will 
eomplieate  our  efforts  to  understand  and  influenee  their  pereeptions.  As  we 
seek  to  deter  hostile  aetion,  we  must  take  into  aeeount  the  potential  for  mutual 
misealeulation  and  explieitly  deal  with  that  in  forging  strategies,  plans  and 
operations. 

Asymmetry  of  Stakes  vs.  Asymmetry  of  Power:  Some  adversaries  may  pereeive 
their  stake  in  the  outeome  of  the  erisis/ eonfliet  to  be  great  enough  to  aet 
regardless  of  US  military  superiority.  The  differential  between  stakes  in  the 
outeome  ean  undermine  the  effeetiveness  of  deterrenee.  The  US  must  provide 
the  means  to  overeome  imbalanees  of  stake  and  power  and  bolster  the 
eredibility  of  US  deterrenee  strategy  and  aetions. 

Teehnologieal  Vulnerabilities  of  US  Soeiety  and  Forees:  The  US  eeonomy  and 
military  forees  will  have  and  use  teehnologieal  superiority  that  provides  a 
eompetitive  edge  that  also  ereates  vulnerabilities  that  adversaries  might  exploit. 
Planners  must  address  US  vulnerabilities,  identify  ways  of  eliminating  them 
where  feasible,  and  eompensate  for  them  when  neeessary. 

The  emergenee  of  a  Multi-Polar  World:  During  the  Cold  War,  the  world  was  bi¬ 
polar  with  two  super-powers:  the  Soviet  Union  and  the  US.  After  the  eollapse 
of  the  Soviet  Union,  there  has  been  evolving  seeurity  dynamies  that  will  affeet 
and  may  eonstrain  US  power.  The  management  of  our  relationships  with 
emerging  nations  presents  a  key  ehallenge  in  shaping  future  strategies  to 
assure  our  own  seeurity. 

Certain  non-state  aetors  pose  threats  to  US  vital  interests.  There  are  key 
differenees  between  state  and  non-state  aetors.  Five  major  differenees 
signifieantly  affeet  the  ways  in  whieh  this  JOC  applies  to  non-state  aetors: 


3  By  itself,  deterrence  cannot  achieve  positive  aims.  However,  successful  deterrence  sets 
conditions  for  other,  positive  actions  to  improve  conditions  and  achieve  desired  endstates. 
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1.  It  can  be  far  more  diffieult  to  identify  the  deeision-makers  we  seek  to 
deter. 

2.  There  is  generally  greater  uneertainty  as  to  how  these  deeision-makers 
pereeive  the  benefits,  eosts,  and  eonsequenees  of  restraint. 

3.  State  and  non-state  aetors  often  differ  in  their  suseeptibility  to  our  efforts 
to  eredibly  threaten  eost  imposition. 

4.  They  may  have  different  goals/objeetives,  different  values,  and  they 
employ  different  means  to  aehieve  them. 

5.  In  eontrast  to  non-state  aetors,  deterrenee  of  state  aetors  is  faeilitated  by 
well-established  means  of  eommunieations  between  states. 

Central  Idea 

The  eentral  idea  of  the  DO  JOC  is  to  deeisively  influenee  the  adversary’s 
deeision-making  ealeulus  in  order  to  prevent  hostile  aetions  against  US  vital 
interests.  This  is  the  “end”  or  objeetive  of  joint  operations  designed  to  aehieve 
deterrenee. 

An  adversary’s  deterrenee  deeision  ealeulus  foeuses  on  their  pereeption  of  three 
primary  elements: 

•  The  benefits  of  a  eourse  of  aetion 

•  The  eosts  of  a  eourse  of  aetion 

•  The  eonsequenees  of  restraint  (i.e.,  eosts  and  benefits  of  not  taking 
the  eourse  of  aetion  we  seek  to  deter) 

Joint  military  operations  and  aetivities  eontribute  to  the  “end”  of  deterrenee  by 
affeeting  the  adversary’s  deeision  ealeulus  elements  in  three  “ways”: 

•  Deny  Benefits 

•  Impose  Costs 

•  Eneourage  Adversary  Restraint 

The  ways  are  a  framework  for  implementing  effeetive  deterrenee  operations. 
These  way”  are  elosely  linked  in  praetiee  and  often  overlap  in  their  applieation; 
however,  it  is  useful  to  eonsider  them  eoneeptually  separate  for  planning 
purposes.  Military  deterrenee  efforts  must  integrate  all  three  ways  aeross  a 
variety  of  adversaries  and  deterrenee  objeetives.  Deterrenee  ways  are  not 
either/or  propositions.  Rather,  when  properly  leveraged  to  eonvinee  an 
adversary  his  best  option  is  not  taking  a  eourse  of  aetion  aimed  against  US 
vital  interests,  they  are  eomplementary  and  synergistie.  Beeause  future  threats 
will  be  inereasingly  transnational,  these  military  deterrenee  efforts  will  likely 
involve  synehronized  aetions  by  multiple  JFCs  worldwide. 
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The  central  idea  is  implemented  at  the  operational  level  by: 

1 .  Tailoring  Deterrence  Operations  to  Specific  Adversaries  and  Contexts 

2.  Dynamic  Deterrence  Assessment,  Planning,  and  Operations 

3.  Deterring  Multiple  Decision-Makers  at  Multiple  Levels 

4.  Characterizing,  Reducing,  and  Managing  Uncertainty 

The  specific  military  “means”  required  to  credibly  threaten  benefit  denial  and 
cost  imposition,  or  otherwise  encourage  adversary  restraint  will  vary 
significantly  by  adversary  and  situation.  Military  objectives  and  means  cannot 
be  considered  in  isolation;  these  objectives  may  change  over  time  and  must  be 
synchronized  with  the  application  of  the  other  instruments  of  national  power. 
Some  aspects  of  these  military  means  may  contribute  more  directly  to 
warfighting  (i.e.,  defeat)  than  deterrence.  However,  it  is  possible  to  identify  key 
joint  capabilities  (and  deterrence-related  attributes  of  those  capabilities)  that 
must  be  planned  for  regardless  of  their  warfighting  utility. 

The  military  means  of  the  DO  JOC  fall  into  two  categories:  those  that  directly 
and  decisively  influence  an  adversary’s  decision  calculus,  and  those  that 
enable  such  decisive  influence. 

Direct  means  include: 

•  Force  Projection 

•  Active  and  Passive  Defenses 

•  Global  Strike  (nuclear,  conventional,  and  non-kinetic) 

•  Strategic  Communication 

Enabling  means  include: 

•  Global  Situational  Awareness  (ISR) 

•  Command  and  Control  (C2) 

•  Forward  Presence 

•  Security  Cooperation  and  Military  Integration  and  Interoperability 

•  Deterrence  Assessment,  Metrics,  and  Experimentation 

Application 

The  DO  JOC  outlines  the  ways  and  means  necessary  to  achieve  the  end  of 
deterrence.  It  focuses  deterrence  on  the  adversary’s  decision  calculus  and 
describes  how  an  adversary’s  decision-making  can  be  decisively  influenced  by 
credibly  threatening  to  deny  benefits  and  impose  costs,  plus  encouraging 
adversary  restraint.  It  identifies  those  capabilities  and  associated  attributes 
required  to  exercise  such  decisive  influence.  Further,  it  proposes  a  means  of 
evaluating  the  effectiveness  of  alternative  deterrence  choices,  making  future 
experimentation  and  further  concept  development  possible. 
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DETERRENCE  OPERATIONS 


The  new  strategic  environment  requires  new  approaches  to  deterrence  and 
defense.  Our  deterrence  strategy  no  longer  rests  primarily  on  the  grim  premise  of 
inflicting  devastating  consequences  on  potential  foes.  Both  offenses  and 
defenses  are  necessary  to  deter  state  and  non-state  actors,  through  denial  of  the 
objectives  of  their  attacks  and,  if  necessary,  responding  with  overwhelming  force. 

National  Security  Strategy  of  the  United  States  of  America,  March  2006. 

Today’s  threats  are  far  more  diverse  and  less  predictable  than  those  of  the  past. 
States  hostile  to  the  United  States  and  to  our  friends  and  allies  have 
demonstrated  their  willingness  to  take  high  risks  to  achieve  their  goals,  and  are 
aggressively  pursuing  WMD  and  their  means  of  delivery  as  critical  tools  in  this 
effort.  As  a  consequence,  we  require  new  methods  of  deterrence. 

National  Strategy  to  Combat  Weapons  of  Mass  Destruction,  December  2002. 


PURPOSE 

The  purpose  of  the  Deterrenee  Operations  Joint  Operating  Coneept  (DO  JOC)  is 
to  help  guide  the  transformation  of  the  joint  foree.  While  supporting  the 
objeetives  of  the  2006  Quadrennial  Defense  Review  and  the  National  Military 
Strategy,  this  eoneept  will  generate  thought  and  diseussion  about  new  methods 
for  waging  deterrenee  in  response  to  the  full  range  of  ehallenges  faeed  by  the 
future  joint  foree. 

In  the  future  joint  operating  environment,  deterrenee  must  address  a  broader 
range  of  potential  adversaries  and  situations  than  in  any  previous  era  of  US 
history.  Future  deterrent  sueeess  will  be  heavily  influeneed  by  how  potential 
adversaries  pereeive  US  national  will  and  resolve  in  the  faee  of  severe  threats 
aeross  all  areas  of  responsibility  (AORs)  and  the  entire  range  of  military 
operations  (ROMO).  Thus,  deterrenee  requires  a  grand  strategy  that  eonsiders 
adversary- speeifie  deterrenee  on  a  global  seale,  ineorporates  eross-AOR  effeets, 
and  faetors  in  seeond  and  third  order  effeets.  This  deterrenee  strategy  must  be 
integrated  within  a  national  deterrenee  strategy  that  integrates  and  brings  to 
bear  all  elements  of  national  power:  diplomatie,  information,  military,  and 
eeonomie.  The  military  eomponent  of  that  strategy  involves  deterrenee 
operations  eondueted  in  aeeordanee  with  this  JOC.  Sueh  deterrenee 
operations  must  now  work  in  eoneert  with  a  reinvigorated  homeland  seeurity 
posture  and  eontinuously  evolving  eoneepts  of  major  eombat  and  stability 
operations.  These  new  deterrenee  ehallenges  require  revised  joint  foree 
eapabilities  that  provide  a  wider  range  of  timely  military  options  integrated  with 
other  elements  of  national  power  to  diseourage  aggression  or  any  form  of 
eoereion  against  the  United  States  or  its  vital  interests. 
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Deterrence  operations  convince  adversaries  not  to  take  actions  that 
threaten  US  vital  interests  by  means  of  decisive  influence  over  their 
decision-making.  Decisive  influence  is  achieved  by  credibly  threatening 
to  deny  benefits  and/or  impose  costs  while  encouraging  restraint  by 
convincing  the  actor  that  restraint  will  result  in  an  acceptable  outcome. 


The  National  Security  Strategy  (NSS)  describes  national  goals  and  objectives 
and  the  President's  priorities  in  protecting  and  advancing  US  worldwide 
interests.  Consistent  with  the  NSS,  enduring  US  vital  interests  include: 
maintaining  the  integrity  of  US  territory;  preserving  basic  political  and  societal 
integrity  within  the  US;  preventing  mass  casualties  among  the  US  population; 
securing  critical  US  and  international  infrastructure  (energy, 
telecommunications,  water,  essential  services,  etc.)  that  support  our  basic 
standard  of  living  and  economic  viability;  and  supporting  the  defense  of  US 
friends  and  allies. 

Because  of  the  uncertain  future  security  environment,  additional  vital  interests 
may  arise  that  are  identified  by  senior  national  leadership.  Deterrence  strategy 
and  planning  must  be  sufficiently  robust  and  flexible  to  accommodate  these 
changes  if  and  when  they  occur.  Flexibility  in  our  deterrence  construct  also 
hedges  against  the  possibility  that  an  adversary  might  incorrectly  perceive  their 
actions  to  be  “below  the  radarscope”  of  US  resolve  and  response. 

The  DO  JOC  also  serves  to  guide  the  transformation  of  the  joint  force.  This 
concept  will  generate  thought  and  discussion  about  new  methods  for  waging 
deterrence  in  response  to  current  and  emerging  military  threats.  This  joint 
concept  will  provide  the  basis  for  military  experiments  and  exercises  and  will 
lead  to  capability  development  efforts  that  could  result  in  changes  to  doctrine, 
organization,  training,  materiel,  leadership  and  education,  personnel  and 
facilities  (DOTMLPF)  and  policy. 

SCOPE 

This  DO  JOC  describes  how  a  joint  force  commander,  8-20  years  into  the 
future,  may  conduct  deterrence  operations  in  order  to  convince  adversaries  not 
to  take  actions  that  threaten  US  vital  interests.  It  contributes  to  the  conduct  of 
other  key  defense  activities  such  as  assuring  allies,  dissuading  potential 
adversaries  and  defeating  our  enemies  (see  Appendix  B).  The  DO  JOC  applies 
the  Capstone  Concept  for  Joint  Operations  (CCJO),  and  is  mutually  supportive 
of  other  DOD  missions  to  include,  but  not  limited  to  those  described  in  other 
Joint  Operations  Concepts  (JOpsC). 
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Time  Frame 


The  intended  timeframe  of  the  DO  JOC  is  eurrent-day  through  2025.4 

JOpsC  Relationship 

The  DO  JOC  offers  a  strategy  and  operational  design  for  aeeomplishing  the 
deterrenee  line  of  effort  as  part  of  the  eampaign  framework  for  future  joint 
operations:  shape,  deter,  seize  initiative,  dominate,  stabilize  and  enable  eivil 
authority.  Moreover,  it  applies  the  five  elements  of  the  CCJO  solution  within 
the  eontext  of  unified  aetion  in  order  to  eonfront  the  full  range  of  traditional, 
disruptive,  eatastrophie  and  irregular  ehallenges.  Finally,  deterrenee  operations 
support  and  enhanee  the  ability  of  a  joint  foree  eommander  to  defend  the 
homeland  and  eonduet  major  eombat  and  stabilization  operations  as 
artieulated  in  other  JOCs. 

In  terms  of  the  CCJO  eentral  idea,  deterrenee  operations  are  planned  and 
exeeuted  aeross  all  domains  in  eoneert  with  other  elements  of  national  and 
international  power  in  order  to  aehieve  strategie  objeetives.  Deterrenee  is  most 
likely  to  be  effeetive  when  the  aetions  and  eapabilities  of  the  joint  foree  are 
integrated  with  those  of  the  interageney  and  as  neeessary,  non-state  and 
multinational  partners.  A  systems  approaeh  to  understanding  the  adversary 
and  the  operating  environment  underpins  deterrenee  operations.  Deeisions 
and  assoeiated  behaviors  refieet  the  eonstraints  and  opportunities  afforded  by 
a  eomplex,  dynamie  environment  as  well  as  the  eomplexity  inherent  to  any 
soeial  organization.  For  example,  terrorist  organizations  eonsist  of  multiple 
agents  with  unique  deeision-making  ealeulus  and  interdependent  preferenees. 
Moreover,  the  deeision-making  ealeulus  varies  over  time  as  a  eonsequenee  of 
ehanges  in  the  operating  environment  and  the  aetions  of  other  stakeholders  to 
inelude  the  joint  foree  eommander.  Deterrenee  operations  are  dependent  on 
the  ability  of  the  joint  foree  to  manage  pereeptions  and  aet  direetly  and 
diseriminately  through  multiple  domains  on  the  deeision-making  ealeulus  of 
adversaries.  Finally,  sueeessful  deterrenee  is  knowledge-dependent  and 
requires  the  ability  to  establish  and  seeure  eommunieation  aeeess  to 
adversaries  in  order  to  generate  the  desired  deeision  outeomes. 

The  Deterrenee  Operations  JOC  supports  and  is  direetly  related  with  the  other 
JOCs.  Sueeessful  deterrenee  operations  require  many  of  the  same  eapabilities 
needed  to  eonduet  military  operations  in  aeeordanee  with  other  joint  operating 
eoneepts — (Major  Combat  Operations,  Stability,  Seeurity,  Transition  and 


Although  acquisition  of  some  complex  systems  may  not  be  feasible  before  2025,  many  of  the 
non-materiel  organizing  concepts  discussed  in  this  paper  could  be  implemented  in  the  near- 
term. 
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Reconstruction  Operations,  and  Homeland  Defense  and  Civil  Support).^ 
Additionally,  this  concept  highlights  functional  capabilities  and  attributes  that 
are  uniquely  required  to  conduct  deterrence  operations  in  support  of  key 
defense  activities  and  national  objectives. 

While  the  DO  JOC  attempts  to  deter  an  action,  if  deterrence  fails,  the  US  must 
be  prepared  to  respond  as  appropriate  up  to  and  including  Major  Combat 
Operations  (MCO).  Some  of  the  means  employed  for  deterrence  directly 
support  preparations  for  MCO.  Conversely,  preparations  for  MCO  may 
enhance  deterrence  by  credibly  threatening  to  impose  costs  or  deny  benefits. 
In  some  cases,  rapid  preparations  for  MCO  may  cause  the  adversary  to  act 
more  quickly  to  accomplish  his  desired  action  and  end  state  prior  to  the  US 
building  up  sufficient  forces  for  MCO.  Additionally,  the  US  must  deter  attack 
elsewhere  in  the  world  while  engaged  in  MCO  (e.g.,  deterring  North  Korea  from 
attacking  while  the  US  is  engaged  in  Operation  IRAQI  FREEDOM).  This 
interrelated  nature  of  MCO  and  DO  must  be  understood  and  appreciated  by 
the  JFC  prior  to  taking  action. 

While  many  of  the  means  used  for  deterrence  operations  may  not  overlap 
significantly  with  those  employed  for  Stability,  Security,  Transition,  and 
Reconstruction  Operations  (SSTR),  the  two  JOCs  are  nonetheless  interrelated. 
The  US  will  have  to  effectively  deter  attack  against  the  nation  that  the  U.S  is 
helping  stabilize  or  rebuild  and/or  deter  attacks  elsewhere  in  the  world  while 
significant  numbers  of  US  forces  are  employed  in  SSTR  (e.g.,  deterring  Iran 
from  attacking  Iraq,  while  the  coalition  conducts  SSTR). 

Deterrence  operations  are  closely  linked  to  DOD's  Homeland  Defense  mission. 
Deterring  attack  against  the  US  is  a  vital  interest  and  the  primary  focus  of  the 
DO  JOC.  Both  the  direct  means  (Force  Projection,  Active  and  Passive 
Defenses,  Global  Strike,  Strategic  Communication)  and  enabling  means  (Global 
Situational  Awareness,  Command  and  Control,  Forward  Presence,  Security 
Cooperation  and  Military  Integration  and  Interoperability)  contribute  to  the  goal 
of  deterring  attacks  against  the  Homeland  through  decisive  influence  on  the 
adversary's  decision  calculus  to  attack. 


5  Not  all  activities  and  functions  conducted  by  the  Joint  Force  support  deterrence.  Some  Joint 
Force  capabilities  exist  that  benefit  the  security  of  the  US  through  their  warfighting  application 
but  may  conflict  with  the  deterrence  methods  outlined  herein.  For  example,  in  some  situations 
an  adversary  leadership's  perception  of  the  consequences  of  restraint  might  be  negatively 
affected  by  American  military  capabilities  that  pose  a  credible  threat  of  a  disarming  first  strike 
(i.e.,  such  capabilities  might  put  an  adversary  leadership  in  a  severe  "use  or  lose"  situation  vis- 
a-vis  certain  forces  that  are  critical  to  their  success,  or  even  survival).  Additionally,  some 
capabilities  have  complementary  characteristics  that  support  both  deterrence  and  warfighting 
aims.  Capabilities  common  to  multiple  JOCs  are  noted  throughout  this  document. 
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Assumptions 


•  The  United  States  is  aware  that  an  adversary  (state  or  non-state)  may  be 
eapable  of  an  attaek  that  threatens  its  vital  interests. 

•  Aetions  to  be  deterred  result  from  deliberate  and  intentional  adversary 
deeisions  to  aet  (i.e.,  not  from  automatie  responses  or 
unintended/ aeeidental  events). 

•  Deeisions  to  aet  are  based  on  aetors’  ealeulations  regarding  alternative 
eourses  of  aetion  and  aetors’  pereeptions  of  the  values  and  probabilities 
of  alternative  outeomes  assoeiated  with  those  eourses  of  aetion. 

•  At  least  some  adversary  values  and  pereeptions  relevant  to  their 
deeision-making  ean  be  identified,  assessed,  and  infiueneed  through 
aetion  (or  inaetion)  by  others.^ 

•  Some  aetors  (both  state  and  non-state)  will  be  extremely  diffieult  to  deter, 
given  their  worldview  and  the  resulting  eontent  of  their  deeision-making 
ealeulus. 

•  Truly  irrational  aetors  are  extremely  rare.  Sueh  aetors  make  deeisions  in 
a  manner  other  than  that  deseribed  above  (e.g.,  randomly,  without 
referenee  to  antieipated  outeomes,  without  eonsideration  of  alternative 
eourses  of  aetion  to  inelude  inaetion,  ete.). 


Risks 


•  Uneertainties  regarding  the  nature  and  eontent  of  adversary  values, 
pereeptions,  and  deeision-making  proeesses  eould  prevent  development 
of  a  suffieiently  aeeurate  and  detailed  understanding  of  adversary 
deeision  ealeulations  to  support  effeetive  deterrenee  strategy  and  plan 
development  and  exeeution. 

•  The  DO  JOC  is  explieitly  designed  to  foeus  our  deterrenee  operations  on 
diseerning  and  infiueneing  key  adversary  pereeptions.  Despite  this  faet, 
the  US  eould  unintentionally  “mirror  image”  eertain  aspeets  of  an 
adversary’s  deeision  ealeulations,  undermining  deterrenee  effeetiveness. 

•  The  US  eould  misealeulate  an  adversary’s  reaetion  to  our  polieies  and 
aetions,  in  spite  of  determined  efforts  to  avoid  sueh  an  outeome. 

•  US  deterrenee  efforts  foeused  on  one  potential  adversary  may  have 
undesired  and  unforeseen  seeond  and  third  order  effeets  on  our 
assuranee,  dissuasion,  and  deterrenee  efforts  foeused  on  other  aetors. 
For  example,  third  parties  (both  state  and  non-state)  eould  learn  lessons 


®  Such  values  and  perceptions  are  influenced  by  historical,  cultural,  religious,  ideological, 
political,  military,  informational,  organizational,  bureaucratic,  personal,  and  other  factors. 


11 


from  US  deterrence  efforts  focused  on  others,  and  attempt  to  develop 
strategies  to  avoid  being  deterred  themselves. 

•  The  US  may  lack  critical  capabilities  required  to  effectively  influence  a 
specific  adversary’s  decision  calculations  under  certain  conditions. 
Because  the  perceptions  and  capabilities  of  potential  adversaries  vary, 
the  means  required  to  influence  them  may  vary  significantly. 

•  Deterrence  effectiveness  is  critically  dependent  on  adversary  perceptions 
of  US  national  will  and  political  resolve.  Events,  circumstances,  or 
decisions  outside  the  purview  of  the  Department  of  Defense  that 
negatively  influence  such  perceptions  could  undermine  the  effectiveness 
of  deterrence  operations  being  conducted  in  accordance  with  this  joint 
operating  concept. 

•  The  US  military  may  not  have  sufficient  capability  to  deter,  thus  a 
strategy  that  primarily  relies  upon  military  means  or  is  not  sufficiently 
integrated  with  other  elements  of  national  power  risks  failure. 

•  The  US  may  be  unable  to  determine  what  specific  deterrence  actions 
successfully  deterred  an  adversary  from  taking  a  specific  course  of 
action,  or  even  whether  adversary  restraint  indicated  deterrence  success. 
This  could  hamper  efforts  to  learn  from  past  successes,  or  lead  to  false 
confidence  in  certain  past  deterrence  actions  or  approaches. 

•  An  adversary’s  deterrence  calculations  are  dynamic,  changing  over  time 
as  the  strategic  context  and  operational  situation  changes.  The  US  may 
fail  to  anticipate  or  detect  significant  shifts  in  an  adversary’s  decision 
calculus,  and  in  turn  fail  to  adjust  our  deterrence  strategy  and  actions  to 
counter  such  a  shift,  thus  potentially  resulting  in  deterrence  failure. 

•  An  adversary’s  perceptions  of  the  nature  of  US  military  capabilities,  and 
the  impacts  of  US  military  operations,  may  make  the  communication  of 
deterrence  messages  difficult  or  impossible  in  severe  crisis  or  conflict  as 
adversary  leadership  seeks  to  protect  itself  from  detection  and  attack. 
These  factors  may  severely  limit  our  ability  to  apply  the  joint  operating 
concept  effectively  and  make  effective  pre-crisis  deterrence  operations 
more  important. 

MILITARY  PROBLEM 

The  United  States  faces  a  wide  array  of  potential  adversaries  that  can  threaten 
its  vital  interests.  These  adversaries  range  from  established  nation  states  to 
networks  of  non- state  actors  who  may  not  be  influenced  by  traditional  ways 
and  means  of  deterrence.  In  a  fluid  political-military  environment  that  will  be 
increasingly  difficult  to  forecast,  the  US  military  must  contribute  to  deterrence 
of  these  adversaries. 
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Joint  Operating  Environment 


The  military  problem  addressed  by  the  DO  JOC  may  ehange  profoundly  over 
the  2012-2025  timeframe.  To  refleet  this  potential  for  signifieant  ehange  as 
addressed  in  detail  in  various  DOD  doeuments  ineluding  the  National  Seeurity 
Strategy  (NSS),  the  Quadrennial  Defense  Review  (QDR),  and  the  Nuelear 
Posture  Review  (NPR),  the  following  deseription  of  the  politieal-military 
environment  divides  this  timeframe  into  two  periods.  Signifieant  ehange  is  not 
antieipated  in  the  near-term  (present  day-2012),  but  sueh  ehange  is  possible  in 
the  mid-term  (2012-2025).  The  DO  JOC  is  explieitly  designed  to  be  effeetive 
aeross  both  periods,  regardless  of  the  potential  for  profound  uneertainty  in  the 
mid-term. 

Near-term  (Present  day-2012):  The  near-term  environment  is  a  eomplex  web  of 
regional,  eultural,  and  politieal  eompetitions  and  eonfiiets,  marked  by  US 
military  preeminenee.  In  this  time  frame  no  single  state  or  non-state  aetor  will 
be  eapable  of  winning  a  eomprehensive,  global  politieal-military  eompetition 
with  the  US.  However,  numerous  threats  to  US  vital  interests  will  persist 
through  2012,  making  the  near-term  environment  inereasingly  eomplex  in 
terms  of  both  the  number  of  potential  state  and  non-state  adversaries  and  their 
interrelationships.  During  this  period,  the  US  faees  a  eomplex  international 
seeurity  environment  in  whieh  deterrenee  of  nation-state  threats  plays  an 
important,  but  not  preeminent,  role  in  US  national  seeurity  poliey. 

The  potential  remains  for  serious  interstate  eonfiiet  that  eould  threaten  US 
vital  interests  in  the  Middle  East,  South  Asia,  and  Northeast  and  East  Asia. 
These  interstate  eonfiiets  eould  involve  one  or  more  eountries  armed  with 
nuelear  weapons  or  other  weapons  of  mass  destruetion  (WMD),  and  pose 
threats  to  the  survival  of  US  allies  and  friends.  Deterrenee  of  both  the  initial 
and  intra-war  (esealatory)  use  of  WMD  will  remain  important  sinee  it  enables 
the  joint  foree  to  leverage  US  preeminenee  in  large-seale,  eombined-arms 
operations.  However,  JFCs  must  reeognize  that  deterring  adversary  use  of 
WMD  while  defeating  his  forees  may  prove  to  be  impossible. 

The  near-term  environment  will  also  be  marked  by  threats  to  US  vital  interests 
posed  by  a  variety  of  non-state  aetors,  primarily  in  the  form  of  transnational 
terrorism.  To  deter  and  defend  against  sueh  threats,  the  US  will  work  with 
other  nations  to  identify  and  disrupt  terrorist  networks  that  seek  WMD 
eapabilities,  and  seeks  to  deny  them  aeeess  to  materials  needed  to  make  these 
weapons,  partieularly  nuelear.  Therefore,  US  strategy  foeuses  on  eontrolling 
fissile  material  with  two  priority  objeetives:  first,  to  keep  rogue  states  from 
aequiring  the  eapability  to  produee  fissile  material  suitable  for  making  nuelear 
weapons;  and  seeond,  to  deter,  interdiet,  or  prevent  any  transfer  of  sueh 
material  or  weapons  from  states  that  have  this  eapability  to  rogue  states  and 
non-state  aetors. 
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In  this  period,  crisis  and  conflict  will  primarily  take  the  form  of  asymmetric 
struggles  characterized  by  adversary  attempts  to  exploit  niche  advantages 
against  an  otherwise  dominant  US  military.  Because  of  uncertainty  regarding 
who,  where,  and  over  which  issues  we  might  fight,  JFCs  will  face  a  paradigm 
shift  from  optimized  planning  against  well  known,  specific  adversaries  to  more 
adaptive,  capabilities-based  planning,  explicitly  designed  to  cope  with  a  wider 
spectrum  of  actors  and  contingencies.  Continued  proliferation  of  WMD  and 
associated  delivery  means,  as  well  as  the  emergence  of  additional  actors  who 
are  able  and  willing  to  conduct  other  forms  of  irregular  warfare  (e.g., 
commercial/ private  aircraft,  maritime  vessels,  and  other  non-traditional 
weapons),  underscore  the  need  of  US  joint  forces  to  continue  improving 
capabilities  for  power  projection  and  homeland  defense. 

Mid-Term  (2012-2025):  In  the  mid-term,  it  is  difficult  to  predict  the  nature  and 
shape  of  the  joint  operating  environment.  Foreseeing  the  shape  of  longer-term 
international  political  alignments  and  power  relationships  is  challenging.  For 
example,  the  political-military  environment  of  1930  compared  to  1950  (or  1980 
to  2000)  illustrates  how  radically  the  global  security  situation  can  change. 
Anomalous  events  or  profound  shocks  to  the  international  system  may 
dramatically  shift  the  relative  power  or  strategic  outlook  of  major  actors.  China 
could  become  a  near-peer  competitor.  The  long-term  course  of  the  Global  War 
on  Terrorism,  the  ongoing  conflicts  in  Iraq  and  Afghanistan,  and  the  Israeli- 
Palestinian  dispute  will  fundamentally  shape  the  future  of  US  relations  with 
the  Islamic  world.  Increasing  individual  empowerment  and  association  with 
transnational  or  nongovernmental  interest  groups  may  weaken  traditional 
nation-state  relationships  and  interactions. 

Accurate  projection  of  longer-term  economic  developments  is  also  difficult,  and 
no  less  important,  as  economic  strengths,  weaknesses,  and  vulnerabilities 
shape  international  power  balances  and  political  relationships.  For  example,  it 
is  unclear  how  energy  needs  and  access  to  food  and  water  rights  will  impact 
the  global  economy  in  the  2012-2025  timeframe.  Increasing  demand  for 
limited  resources  due  to  rapid  economic  development  in  major  states  such  as 
China  and  India  could  worsen  future  security  problems,  creating  international 
tensions  that  do  not  exist  today.  Alternatively,  revolutionary  advances  in 
energy  or  desalination  technologies  could  make  competition  for  resources  a  far 
less  prominent  source  of  international  tension  than  it  is  today. 

These  challenges  are  exacerbated  in  the  21®*  century  by  the  accelerating  rate  of 
technological  advancement  and  its  diffusion,  which  can  change  a  nation’s 
military  capabilities  or  potential  nearly  overnight.  Analysis  of  mid-term 
capability  suggests  we  will  face  a  world  with  one  to  three  additional  nuclear- 
capable  states  plus  a  substantial  number  of  potential  adversaries  with  WMD 
and  missile  delivery  capability.  Conversely,  an  increasingly  effective  US 
ballistic  missile  defense  may  force  shifts  in  adversary  WMD  delivery 
mechanisms. 
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Successful  deterrence  in  the  near-term  may  drive  adversaries  to  adapt  in  the 
mid-term  with  new  strategies  based  on  lessons  learned  from  the  Global  War  on 
Terrorism,  Operation  ENDURING  FREEDOM,  Operation  IRAQI  FREEDOM,  and 
other  US  military  operations.  Adversary  anti-aeeess  and  area  denial 
eapabilities  will  inerease.  In  order  to  maintain  a  eredible  deterrent,  the  US 
must  work  to  maintain  and  expand  aeeess  to  basing  and  the  ability  to  reassure 
friends  and  allies  with  effeetive  integrated  defenses.  As  a  hedge  and  to  enhanee 
deterrenee,  the  US  should  reduee  dependenee  on  sueh  basing  (e.g..  Global 
Strike  and  Sea  Basing  ean  be  an  effeetive  deterrent  to  an  adversary’s  anti- 
aeeess  strategy). 

The  proliferation  of  eommereial  dual-use  teehnology,  ineluding  the  addition  of 
satellite-assisted  preeision-guided  weapons,  will  make  this  adaptation  more 
feasible  for  a  wider  variety  of  potential  adversaries.  Additionally,  eommereially 
available  information  and  eyber  serviees  (many  enabled  through  eommon  spaee 
systems)  will  provide  an  element  of  global  reaeh  for  aetors  onee  limited  to 
exerting  only  regional  influenee.  The  emergenee  of  advaneed  eapabilities  and 
teehnologies  sueh  as  eomputer  network  attaek  or  direeted  energy  weapons  may 
permit  future  adversaries  to  aehieve  objeetives  onee  attainable  only  via  the  use 
of  WMD. 

Future  “arms”  raees  will  foeus  on  predieting  the  emergenee  of  (and  providing 
integrated  plans  for  thwarting)  next  generation  adversary  eapabilities.  These 
eapabilities  may  not  be  military  in  the  traditional  sense,  but  they  will  be 
enabled  through  the  prevalenee  of  Information  Age  teehnologies,  organizations, 
and  aetors  in  soeieties  of  all  levels  of  teehnologieal  sophistieation.  Deterrenee 
operations  must  eontinue  to  deter  attaek  against  US  vital  interests  and  provide 
an  environment  that  allows  the  US  to  pursue  eonstruetive  poliey  goals 
worldwide. 

Deterrence  Challenges 

Both  the  near-  and  mid-term  seeurity  environments  deseribed  above  are 
marked  by  eertain  eharaeteristies  having  profound  implieations  for  US 
deterrenee  strategy  and  operations,  ineluding:  the  wide  array  of  potential 
adversaries;  an  asymmetry  of  stakes  versus  asymmetry  of  power;  the 
vulnerability  of  US  soeiety  and  forees;  and  some  unique  eharaeteristies  of  non¬ 
state  aetors. 

Wide  Array  of  Potential  Adversaries  to  Deter:  For  the  foreseeable  future,  the  US 
will  eontinue  to  faee  an  array  of  potential  adversaries,  both  state  and  non-state 
aetors  whose  politieal,  eultural,  ideologieal,  religious,  and  idiosyneratie 
differenees  will  eomplieate  our  efforts  both  to  understand  and  to  influenee  their 
pereeptions  for  deterrent  purposes.  Not  only  will  this  range  of  potential 
adversaries  ehallenge  our  ability  to  gain  suffieient  understanding  of  them,  but 
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they  will  almost  certainly  have  problems  understanding  US  perceptions, 
commitments,  capabilities,  and  intentions  as  well.  This  increases  the 
likelihood  of  unilateral  or  mutual  misperception,  threatening  to  undercut 
deterrence  if  not  addressed  through  deterrence-focused  intelligence  efforts, 
effective  information  strategies  and  operations,  and  deterrence-enhancing 
transparency  efforts  (e.g.,  overt  demonstration  to  adversary  of  US  capabilities). 

The  multiplicity  of  potential  adversaries  to  deter  presents  three  key  challenges 
to  US  deterrence  operations  related  to  uncertainty,  capability  requirements, 
and  adversary  diversity. 

1.  Uncertainty  as  an  Enduring  Condition:  An  enduring  feature  of  the  military 
problem  addressed  by  this  JOC  is  likely  to  be  uncertainty  regarding  important 
factors  that  influence  the  decision-making  calculations  of  potential  adversaries. 
Such  uncertainties  may  include  the  identities  of  key  decision-makers 
themselves,  the  roles  those  decision-makers  play  in  determining  decision 
outcomes,  the  variables  they  consider  important  when  making  decisions,  and 
their  perceptions  of  those  variables.  The  specific  uncertainties  encountered, 
and  their  extent,  are  likely  to  vary  from  adversary  to  adversary.  For  example, 
while  it  may  be  more  difficult  to  determine  precisely  which  individuals  are 
involved  in  what  aspects  of  attack  decision-making  in  a  networked  non-state 
actor,  the  nature  of  the  variables  they  consider  important  may  be  quite  clear. 
On  the  other  hand,  there  may  be  very  little  uncertainty  regarding  who  is 
making  the  decisions  of  interest  in  a  totalitarian  state  actor  regime,  but 
considerable  uncertainty  regarding  how  specific  individuals  perceive  relevant 
variables.  Future  US  deterrence  operations  must  be  planned  and  conducted  in 
ways  that  take  such  uncertainties  into  account. 

2.  Different  Adversaries  will  Require  Different  US  Deterrent  Means:  Because 
the  content  of  adversaries’  decision  calculations  differ  from  adversary  to 
adversary,  the  deterrent  means  required  to  influence  those  calculations  differ 
as  well.  As  might  be  expected,  some  differences  in  US  means  will  result  from 
variations  in  adversary  military  capabilities.  But  other  differences  in  the 
capabilities  required  to  decisively  influence  adversaries’  decision  calculations 
are  the  result  of  variation  in  what  various  adversaries'  value,  what  they  seek  to 
gain,  and  what  they  fear.  Thus,  the  range  of  required  means  to  effectively  deter 
extends  beyond  those  available  to  the  Department  of  Defense  (DOD)  alone  and 
reaches  into  other  executive  departments  and  across  to  our  international 
partners. 

3.  Widely  Varying  Risk-Taking  Propensity:  A  broad  array  of  potential 

adversaries  means  that  our  deterrence  operations  must  successfully  address  a 
similarly  broad  array  of  adversary  risk-taking  propensities.  An  adversary’s 
risk-taking  behavior  can  profoundly  influence  both  his  perception  of  a  situation 
and  the  best  means  of  influencing  those  perceptions.  For  example,  the  US 
emerged  from  its  Cold  War  experience  with  an  assumption  that  instilling 
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uncertainty  in  an  adversary’s  mind  (regarding  how  the  US  would  respond  to 
deterrenee  failure)  would  enhanee  deterrenee  by  eomplieating  the  adversary’s 
deeision-making.  Risk-averse  adversaries  view  uneertainty  as  threatening 
beeause  it  makes  eareful,  prudent  ealeulation  diffieult  or  impossible,  thus 
inereasing  their  risk.  However,  this  assumption  is  only  appropriate  vis-a-vis 
adversaries  who  are  relatively  risk-averse.  An  adversary  with  a  greater 
propensity  to  take  risks  might  well  pereeive  the  same  uneertainty  as  an 
opportunity  to  be  exploited  (rather  than  as  a  threat  to  be  avoided).  Deterrenee 
operations  need  to  be  suffieiently  flexible  to  address  both  risk-averse  and  risk¬ 
taking  adversaries,  and  provide  means  to  exploit  both  adversary  eharaeteristies 
to  enhanee  deterrenee. 

Asymmetry  of  Stakes  vs.  Asymmetry  of  Power:  US  military  supremaey  alone  is 
not  a  guarantee  of  sueeessful  deterrenee.  Despite  the  faet  that  the  United 
States  is  almost  eertain  to  be  militarily  dominant  over  its  adversaries  in  future 
deterrenee  seenarios,  those  adversaries  may  believe  that  they  have  an 
asymmetrieally  higher  stake  in  the  outeome  of  the  erisis  or  eonfliet.  The 
differential  between  stakes  in  the  outeome  of  a  erisis  or  eonfliet  ean  undermine 
deterrenee  effeetiveness.  If  an  adversary  pereeives  that  his  stake  in  the 
eonfrontation  is  extremely  high  (e.g.,  regime  preservation  or  fulfillment  of  a 
religious  duty),  while  the  US  stake  in  the  erisis  is  not  eommensurate  with  the 
possible  eost  to  the  US  of  Ameriean  military  involvement,  the  adversary  may 
find  the  threat  of  US  military  aetion  non-eredible.  This  asymmetry  of  stakes 
ean  also  work  in  the  opposite  direetion.  If  the  US  alone  pereeives  its  own 
outeome  stake  is  ineommensurate  with  the  potential  eosts  of  involvement  or 
esealation,  the  result  eould  be  “self-deterrenee”. 

The  ehallenge  for  deterrenee  operations  is  finding  ways  of  overeoming  potential 
imbalanees  of  stakes  versus  power  that  bolster  the  eredibility  of  US 
eapabilities.  Military  eapabilities  that  limit  the  damage  an  adversary  ean  do  to 
us/allied  forees  and  populations  (e.g..  Integrated  Missile  Defense  and 
Consequenee  Management  aetivities)  or  limit  eollateral  damage  from  US/allied 
strikes  ean  inerease  the  eredibility  of  US  attaek  and  eounter  the  asymmetry  of 
stakes.  Through  the  reduetion  of  potential  eonfliet  eosts  to  the  US  and  its 
allies,  these  eapabilities  help  mitigate  the  negative  effeets  of  an  asymmetry  of 
stakes  that  would  otherwise  threaten  to  undermine  deterrenee. 

Vulnerabilities  of  US  Society  and  Forces:  Free  and  open  soeieties  are  uniquely 
vulnerable  to  terrorist  taeties.  Both  the  US  eeonomy  and  US  military  forees  are 
inereasingly  dependent  on  advaneed  teehnologies  for  their  signifieant 
eompetitive  advantages.  While  this  teehnologieal  superiority  yields  tremendous 
eapabilities  it  also  ereates  potential  vulnerabilities  that  adversaries  might 
exploit.  Advaneed  eyberspaee  warfare  eapabilities,  eapabilities  to  disable  spaee 
systems,  and  eleetromagnetie  pulse  weapons  eould  all  provide  adversaries 
means  of  undermining  potentially  deeisive  US  advantages.  In  addition,  both 
state  and  non-state  aetors  will  have  signifieant  abilities  to  eonduet  devastating 
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covert  attacks  on  the  US  population,  infrastructure,  forces,  and  overseas 
interests.  US  deterrence  strategy  needs  to  take  these  potential  US 
vulnerabilities  fully  into  account,  eliminating  them  where  feasible,  and 
compensating  for  them  when  necessary. 

Non-State  Actor  Challenge 

Because  some  non-state  actors  are  now  able  to  pose  threats  to  US  vital 
interests,  they  are  an  essential  element  of  the  deterrence  challenge.  There  are 
many  differences  in  how  state  and  non-state  actors  are  constituted  and 
organized,  in  what  they  value,  in  what  ends  they  pursue,  in  the  means  at  their 
disposal  and  in  the  ways  they  operate.  However,  five  key  differences  between 
state  and  non- state  actors  significantly  impact  deterrence  operations. 

The  first  key  difference  is  that  it  can  be  far  more  difficult  to  determine  who  are 
the  important  non-state  actor  decision-makers  we  seek  to  deter.  Such  decision¬ 
makers  often  strive  to  remain  anonymous  due  to  the  illicit  nature  of  their 
activities.  In  addition,  some  non-state  actors  have  developed  distributed 
networks  that  devolve  decisions  regarding  what,  when,  whether,  and  how  to 
attack  to  the  leaders  of  regional  or  local  cells. 

Second,  there  is  generally  greater  uncertaintu  regarding  how  non-state  actor 
decision-makers  perceive  the  benefits,  costs,  and  consequences  of  restraint 
regarding  actions  we  seek  to  deter.  The  primary  implication  of  this  greater 
uncertainty  is  a  greater  need  to  explicitly  identify  the  nature  of  such 
uncertainties  and  to  develop  deterrence  strategies  that  hedge  against  them. 
There  are  exceptions  to  this  difference.  Because  certain  non-state  actors’ 
objectives  and  strategies  force  them  to  openly  articulate  their  goals  and  spread 
their  ideology  we  sometimes  have  greater  insight  into  certain  aspects  of  their 
perceptions  than  we  do  with  regard  to  some  states. 

Third,  state  and  non-state  actors  often  differ  in  their  susceptibility  to  our  efforts 
to  credibly  threaten  cost  imposition.  While  states  have  territory  and  extensive 
physical  assets  and  personnel  to  protect,  non-state  actors,  by  their  very  nature, 
generally  have  fewer  identifiable  high  value  assets  that  can  be  held  at  risk  by 
the  United  States.  In  addition,  non-state  actor  attacks  on  US  interests  can  be 
difficult  to  attribute  to  those  responsible,  potentially  undermining  the 
credibility  of  threatened  cost  imposition.  Finally,  credibly  threatening  to 
impose  additional  cost  on  a  non-state  actor  against  whom  the  US  is  already 
waging  a  global  war  (e.g.,  Al-Qaeda  and  the  Global  War  on  Terror)  can  be 
difficult.  Such  an  actor  may  well  perceive  that  the  US  is  already  doing 
everything  under  its  power  to  impose  costs  on  them,  whether  they  take  the 
additional  action  we  seek  to  deter,  or  not. 
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The  fourth  key  faetor  that  differentiates  state  from  non-state  aetors  involves  the 
manner  in  which  they  value  things:  they  have  different  goals/  objectives,  and 
they  employ  different  means  to  achieve  them.  Beeause  they  value  goals, 
objeetives,  and  means  differently  than  state  aetors,  non-state  aetors  may 
pereeive  benefits,  eosts,  and  eonsequenees  of  restraint  differently.  For 
example,  beeause  non- state  aetors  reeruit  new  members,  elieit  finaneial 
support,  seek  to  spread  and  grow  their  eause,  and  depend  on  publie  support 
(or  at  least  aequieseenee)  in  ways  different  from  state  aetors;  their  pereeptions 
of  eosts  and  benefits  from  aeting  or  not  aeting  may  be  very  different  from  state 
aetors.  The  primary  implieation  of  this  differenee  is  that  the  US  has  less 
understanding  and  experienee  influeneing  some  aspeets  of  what  non-state 
aetors  value. 

Finally,  in  contrast  to  non-state  actors,  deterrence  of  state  actors  is  facilitated  by 
well-established  means  of  communications  between  states.  Due  in  part  to  the 
illieit  nature  of  the  aetivities  of  violent  non-state  aetors,  sueh  well-established 
means  of  eommunieation  are  usually  not  available.  This  eomplieates  effeetive 
eommunieation  and  the  implementation  of  deterrenee  operations.  Direet 
eommunieation  with  non-state  aetor  leaders  is  not  neeessarily  required. 
Rather,  the  US  will  have  to  develop  new  and  innovative  means  of  sending  and 
reeeiving  messages  to  and  from  non-state  aetors  to  more  effeetively  deter  them. 

CENTRAL  IDEA 

The  eentral  idea  of  the  DO  JOC  is  to  deeisively  influenee  the  adversary’s 
deeision-making  ealeulus  in  order  to  prevent  hostile  aetion  against  US  vital 
interests.  This  is  the  “end”  or  objeetive  of  joint  operations  designed  to  aehieve 
deterrenee.  The  DO  JOC  deseribes  how  a  JFC  will  plan,  prepare,  deploy, 
employ,  and  sustain  a  joint  foree  to  aehieve  deterrenee  objeetives  set  forth  by 
the  national  leadership  of  the  United  States.  In  order  to  aehieve  these 
objeetives  (ends),  joint  forees  must  be  able  to  employ  various  eapabilities 
(means)  to  undertake  operations  and  aetivities  (ways)  that  ean  deeisively 
influenee  the  deeision-making  ealeulus  of  key  adversary  deeision-makers 
(Figure  1).’^ 

Sueh  adversary  deeision  makers  (and  their  deeision-making  ealeulus)  may 
reside  at  multiple  levels  within  both  state  and  non-state  aetors.  For  example, 
deterrenee  operations  against  a  state  aetor  might  foeus  on  both  the  deeision 
ealeulus  of  the  national  leadership  (possibly  an  individual  or  a  group)  and  the 
deeision  ealeulus  of  others  who  might  implement  the  national  leadership’s 


^  Note  that  “key  adversary  deeision  makers”  refers  to  a  spectrum  of  decision  making  units  from 
large  and  relatively  cohesive  bureaucratic  processes  through  small  and/or  decentralized  groups 
as  typical  of  state  leaderships,  and  units  with  highly  segmented  decisions  roles  (e.g.,  ideological 
leaders  wholly  separated  from  operational  decision  makers),  and  extremely  decentralized  (e.g., 
cell-based)  decision  units  for  non-state  adversaries. 
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decision  to  act  (possibly  a  military  unit  commander  at  the  operational  or 
tactical  level  of  war).  Similarly,  deterrence  operations  against  a  non- state  actor 
might  focus  on  the  leaders  of  the  organization  who  might  order  an  attack, 
others  who  might  critically  enable  or  facilitate  the  action  to  be  deterred  (e.g., 
those  who  provide  financial  or  logistical  support),  and  the  terrorist  “foot  soldier” 
who  actually  conducts  the  attack  (and  who,  in  a  highly  decentralized, 
networked  organization,  may  make  decisions  regarding  targeting  and  attack 
timing  and  execution  as  well). 


Ends-Ways-Means  Approach  (Strategy) 

ENDS 

WAYS  MEANS 

•  Deterrence  of 
aggression  and 
coercion  against 
US  vital  interests 

•  Credibly  threaten  to:!  •  Global  Situational 

-  Impose  Costs  '  Awareness 

-  Deny  Benefits  !  *  Command  and  Control 

1  •  Forward  Presence 

ncourage  ■  ^  ’  Security  Cooperation 

Adversary  Restraint ,  Military  integration 

Core  Concept 

t  and  Interoperability 

/  •  Force  Projection 

/  •  Active  and  Passive 

/  Defenses 

•  Global  Strike 

— ^  •  Strategic 

Communication 

•  Deterrence 
Assessment,  Metrics, 
and  Experimentation 

Figure  1:  Deterrence  Operations  Joint  Operating  Concept 

Adversaries’  deterrence  decision  calculus  contains  three  primary  variables: 

1.  Their  perception  of  the  benefits  of  a  Course  of  Action  (COA). 

2.  Their  perception  of  the  costs  of  a  COA. 

3.  Their  perception  of  the  consequences  of  restraint  or  inaction  (i.e.,  the 
benefits  and  costs  of  not  taking  the  COA  in  question). 

Understanding  how  these  factors  are  interrelated  is  critically  important  to 
determining  how  best  to  influence  the  decision-making  calculus  of  our 
adversaries.  Deterrence  success  is  not  solely  a  function  of  whether  adversaries 
perceive  the  costs  of  a  given  COA  as  outweighing  the  benefits.®  Rather, 


®  This  is  a  stylized  view  of  deterrenee  often  assoeiated  with  rational  ehoiee/expeeted  utility 
deterrenee  models  of  the  Cold  War  era.  The  DO  JOC  expands  upon  rational  ehoiee 
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adversaries  weigh  the  pereeived  benefits  and  eosts  of  a  given  eourse  of  aetion  in 
the  eontext  of  their  pereeived  eonsequenees  of  restraint  or  inaetion.  Thus 
deterrenee  ean  fail  even  when  the  adversary  pereeives  the  eosts  of  aeting  as 
outweighing  the  benefits  of  aeting  if  he  believes  the  eosts  of  inaetion  are  even 
higher  still. 

As  an  example,  the  Japanese  prior  to  World  War  II  saw  their  loss  of 
international  stature,  eaused  by  the  denial  of  aeeess  to  raw  materials  to  feed 
their  industrial  base,  as  a  greater  evil  than  a  prolonged  eonfliet  with  the  US 
This  was  despite  the  faet  that  numerous  senior  military  leaders  were  well  aware 
of  the  likelihood  of  ultimate  defeat.  For  these  reasons,  the  aetions  taken  to 
eneourage  adversary  restraint  may  be  eomparable  in  importanee  to  eredibly 
threatening  to  impose  eost  or  deny  benefits. 

The  pereeived  benefits  and  eosts  of  a  given  COA  (and  of  restraint)  have  two 
essential  elements  that  influenee  adversary  deeision-making.  First,  eaeh 
benefit  and  eost  has  some  relative  value  to  the  adversary,  (i.e.,  how  mueh  does 
he  pereeive  he  will  gain  by  reaping  a  given  benefit  or  how  mueh  does  he 
pereeive  he  will  lose  by  ineurring  a  partieular  eost).  Seeond,  eaeh  benefit  and 
eost  has  a  relative  probability  estimate  assoeiated  with  it  in  the  mind  of  the 
adversary;  i.e.,  how  likely  does  he  believe  it  is  that  he  will  reap  a  given  benefit 
or  ineur  a  partieular  eost  by  aeting  or  not  aeting.  For  example.  Admiral 
Kimmel’s  deeision  to  group  all  his  ships  at  Pearl  Harbor  for  foree  proteetion 
from  sabotage  rather  than  dispersing  them  inereased  the  probability  estimate 
that  the  Japanese  would  reap  a  benefit  from  attaeking. 

One  additional  faetor  profoundly  influenees  an  adversary’s  deeision  ealeulus: 
his  risk-taking  propensity.  An  adversary’s  risk-taking  propensity  affeets  the 
relationship  between  values  and  probabilities  of  benefits  and  eosts  when  in  the 
proeess  of  reaehing  a  deeision.  Risk-averse  adversaries  will  see  very  low 
probability,  but  severe  eosts  as  a  powerful  deterrent,  while  risk  aeeeptant 
adversaries  will  diseount  eosts  in  their  pursuit  of  signifieant  gains.  Therefore, 
national  leadership  and  the  JFC  need  to  understand  the  adversary’s  risk¬ 
taking  propensity  before  formulating  a  set  of  joint  operations  and  aetivities 
designed  to  aehieve  effeetive  deterrenee. 


considerations  and  incorporates  elements  of  prospect  theory  in  its  approach.  See  Chapter  2, 
“US  Regional  Deterrence  Strategies”  by  Watman  and  Wilkening,  RAND  Corporation,  1995. 
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Core  Concept:  Exercisinp  Decisive  Influence 


Adversary’s  perception  is  reaiity! 


Ob|ective:  Deter  Iraq  from 
using  chemical  weapons 


/  A 


Implied  Nuclear 
Threat 


Adversary’s 
Perceived 
Benefits  of 


Active  Defense  to 
counter  SCUDs 


Adversary’s 
Perceived 
Costs  of 


Limited  US  Objective: 
Liberation  of  Kuwait 


Adversary’s  Perceived  Consequences  of  Restraint  (CoR) 
(“What  will  happen  to  me  if  I  don’t  act  now?”) 


Figure  2:  Core  Concept:  Exercising  Decisive  Influence  (Example) 

Figure  2  illustrates  the  dynamie  interaetion  of  these  three  eategories  of 
variables.  It  graphieally  depiets  how  adversary  deeision-makers  weigh  the 
benefits  and  eosts  of  taking  an  aetion  we  seek  to  deter  in  the  eontext  of  their 
pereeption  of  the  eonsequenees  of  restraint  (the  benefits  and  eosts  of  not 
aeting).  A  simple  historieal  example  helps  elarify  how  this  dynamie  interaetion 
works:  our  1991  efforts  to  deter  Saddam  Hussein  from  ordering  the  use  of 
ehemieal  weapons  against  eoalition  forees  liberating  Kuwait. 

Saddam  arguably  pereeived  a  number  of  potentially  signifieant  benefits  from 
ehemieal  weapons  use.  Given  the  role  Iraqi  use  of  ehemieal  weapons  played  in 
preventing  a  Iranian  vietory  in  the  Iran-Iraq  war,  he  likely  saw  ehemieal 
weapons  use  as  a  means  of  slowing  eoalition  offensive  operations,  inereasing 
the  number  of  easualties  suffered  by  Coalition  forees,  and  possibly  eoereing 
one  or  more  states  out  of  the  eoalition  altogether.  His  pereeption  of  the  net 
benefit  assoeiated  with  ehemieal  weapons  use  is  depieted  by  the  orange  box 
labeled  “Adversary’s  Pereeived  Benefits  of  Aetion”  on  the  left  of  the  seale  in 
Figure  2.  The  US  took  several  aetions  aimed  in  part  at  influeneing  Saddam’s 
pereeption  of  the  probability  that  he  would  reap  sueh  benefits  through 
ehemieal  weapons  use.  One  of  these  benefit  denial  measures,  the  deployment 
of  aetive  defenses  to  eounter  Iraqi  SCUD  missiles,  is  depieted  in  Figure  2  as 
redueing  the  pereeived  benefits  of  ehemieal  weapons  use. 
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Saddam  recognized  that  certain  costs  could  be  associated  with  his  initiation  of 
chemical  warfare  against  the  coalition.  The  coalition  might  escalate  its  war 
aims  in  response,  or  retaliate  against  Iraqi  assets  that  were  not  already  under 
attack.  Saddam’s  perception  of  the  net  cost  associated  with  chemical  weapons 
use  is  depicted  by  the  green  box  labeled  “Adversary’s  Perceived  Costs  of  Action” 
on  the  right  of  the  scale  in  Figure  2.  The  United  States  made  a  deliberate  effort 
to  influence  Saddam’s  perception  of  such  costs  further.  President  George  H. 
W.  Bush  had  a  letter  for  Saddam  delivered  to  the  Iraqi  Foreign  Minister  in 
which  he  warned  that  if  Iraq  used  chemical  weapons  in  the  coming  conflict  “the 
American  people  will  demand  the  strongest  possible  response.”  Many 
observers,  including  possibly  Saddam  Hussein  himself,  saw  this  as  an  implied 
threat  of  nuclear  retaliation,  depicted  in  Figure  2  as  increasing  the  perceived 
costs  of  chemical  weapons  use. 

Finally,  US  deterrence  efforts  also  sought  to  address  Saddam’s  perception  of 
the  consequences  of  chemical  weapons  restraint  by  making  it  clear  that  the 
coalition’s  war  aim  was  limited  to  the  liberation  of  Kuwait.  This  is  represented 
in  Figure  2  by  the  arrow  indicating  the  limited  US  objective  as  moving  the 
fulcrum  of  the  scale  (representing  Saddam’s  net  assessment  of  the 
consequences  of  restraint)  to  the  left.  In  our  graphic  depiction,  this  would  have 
the  effect  of  changing  the  relative  weights  of  the  perceived  benefits  and  costs  of 
initiating  chemical  warfare  against  the  Coalition,  increasing  the  relative  weight 
of  the  costs  of  chemical  use,  and  decreasing  the  relative  weight  of  the  benefits. 
Thus,  by  helping  to  convince  Saddam  that  the  net  value  of  chemical  weapons 
restraint  was  greater  than  the  net  value  of  chemical  weapons  use,  our 
declaration  of  limited  war  aims  enhanced  deterrence. 

End:  Decisively  Influencing  the  Adversary’s  Decision  Calculus 

The  end  or  objective  of  joint  operations  designed  to  achieve  deterrence  is  to 
decisively  influence  the  adversary’s  decision-making  calculus.  Adversaries 
decide  among  alternative  COAs  based  on  their  perceptions  of  the  alternative, 
interdependent  outcomes  that  may  result  and  choose  the  course  of  action 
believed  to  best  serve  their  interests,  as  they  define  them.^  The  objective  of 
deterrence  is  to  convince  potential  adversaries  that  courses  of  action  that 
threaten  US  vital  interests  will  result  in  outcomes  that  are  decisively  worse 
than  they  could  achieve  through  alternative  courses  of  action  available  to  them. 


®  Note  that  interdependence  implies  that  adversary  decision  makers  are  calculating  two  sets  of 
costs  and  benefits  associated  with  any  course  of  action  reflected  in:  1)  their  own  (subjective) 
preferences  over  outcomes;  and,  2)  the  preferences  they  attribute  to  the  US/other  which  may 
or  may  not  be  correct  in  an  objective  sense.  The  latter  condition  how  they  expect  the  US  to 
respond  to  their  planned  action  and  thus  the  net  value  of  that  COA. 
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Ways:  Methods  to  Achieve  Deterrence 

Effectively  exercising  decisive  influence  over  adversaries’  decision-making 
calculus  in  peacetime,  crisis,  and  in  war  to  achieve  deterrence  is  best  achieved 
by  integrated,  systematic  effortsd^  A  “portfolio”  approach,  involving  the  use  of 
three  ways  to  influence  an  adversary’s  decision  making,  reduces  the  likelihood 
of  deterrence  failure  and  decreases  the  severity  of  consequences  should  a 
failure  occur.  These  ways  are  closely  linked  in  practice  and  often  overlap  in 
their  application;  however,  it  is  useful  to  consider  them  conceptually  distinct 
for  assessment  and  planning  purposes.  The  first  is  to  credibly  threaten  to  deny 
them  the  benefits  or  gains  sought.  The  second  is  to  credibly  threaten  to  impose 
costs  that  are  viewed  as  too  painful  to  incur.  The  third  is  to  encourage 
adversary  restraint  by  convincing  the  adversary  that  not  undertaking  the 
action  we  seek  to  deter  will  result  in  an  outcome  acceptable  to  him  (i.e., 
influence  his  perception  of  the  consequences  of  restraint). 

For  maximum  effectiveness,  deterrence  must  incorporate  all  three  of  these 
ways  of  deterring  threats  to  US  vital  interests  in  an  integrated  manner.  These 
ways  of  deterrence  are  thus  not  either/or  propositions;  rather  these  three  ways 
of  deterrence  must  be  integrated  in  a  mutually  reinforcing  manner  to  maximize 
our  prospects  of  success  across  the  full  range  of  adversaries. 

Deterrent  success  will  be  heavily  influenced  by  how  potential  adversaries 
perceive  US  national  will  and  resolve  in  the  face  of  severe  threats  to  ourselves 
and  our  allies  across  all  AORs.  Thus,  deterrence  requires  a  national  strategy 
that  considers  adversary- specific  deterrence  on  a  global  scale,  taking  into 
account  cross-regional  impacts,  and  factoring  in  potential  second  and  third 
order  effects.  This  national  deterrence  strategy  must  bring  to  bear  all  elements 
of  national  power,  including  military  deterrence  operations  conducted  in 
accordance  with  this  JOC.  Thus,  US  national  deterrence  strategy  and  the 
military  component  of  that  strategy  must  present  all  potential  adversaries 
(capable  of  posing  a  strategic  threat  to  US  vital  interests)  with  an  overarching 
American  deterrence  posture.  That  posture  must  convince  adversary  decision¬ 
makers  that  in  taking  an  action  the  US  seeks  to  deter  they  will: 

1.  Fail  to  achieve  their  objectives/ reap  the  benefits  they  seek 

2.  Incur  severe  costs  that  outweigh  perceived  benefits 


10  For  an  illustrative  example  of  systematic  integration  of  these  “ways”  see  Appendix  A. 

11  Costs  and  benefits,  as  described  herein,  may  equate  broadly  to  an  adversary's  net 
assessment  of  potential  outcomes  when  considering  a  given  course  of  action.  This  assessment 
can  incorporate  a  wide  range  of  political,  economic,  military,  and  even  personal  factors. 
Deterrence  can  be  successful  when  the  outcome  of  not  taking  an  action  is  perceived  as 
preferable  (from  the  adversary's  perspective)  when  compared  to  the  outcome  of  taking  the 
action.  The  assessment  associated  with  an  adversary's  decision-making  calculus  includes  not 
only  his  contentment  with  the  current  situation,  but  also  his  evaluation  of  his  future  prospects. 
See  Watman  and  Wilkening,  Chapter  2. 
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3.  Suffer  a  worse  outeome  than  had  they  opted  not  to  take  aetion. 


Beeause  the  pereeptions  and  resulting  deeision  ealeulus  of  speeifie  adversaries 
in  speeifie  eireumstanees  are  fundamentally  different,  our  deterrenee  efforts 
must  also  be  tailored  in  eharaeter  and  emphasis  to  address  those  differenees 
direetlyd^  Effeetive  deterrenee  results  from  tailoring  and  orehestrating 
available  ways  and  means  against  a  speeifie  adversary’s  deeision-makers  to 
aehieve  speeifie  ends  in  a  speeifie  strategie  eontext.  The  en”  of  a  joint 
deterrenee  operation  is  the  aehievement  of  deeisive  infiuenee  over  the 
adversary’s  deeision  ealeulus.  The  military  means  of  a  joint  deterrenee 
operation  are  the  panoply  of  joint  military  eapabilities  and  aetivities  available  in 
peaeetime,  erisis,  and  war.  The  ways  of  deterrenee  operations,  however,  are 
the  eore  of  the  DO  JOC. 

Military  deterrenee  operations  extend  from  peaeetime  aetivities  designed  to 
shape  the  eonditions  for  both  peaee  and  war,  through  erisis,  armed  eonfiiet, 
esealation/de-esealation,  war  termination,  and  post-hostilities  aetivities.  While 
the  primary  foeus  of  deterrenee  operations  will  be  speeifie  adversary’s  key 
deeision-makers,  there  may  be  overlapping  deterrenee  objeetives  vis-a-vis  the 
same  adversary.  For  example,  deterrenee  operations  regarding  a  regional 
adversary  might  seek  to  deter:  the  invasion  of  a  US  ally;  use  of  WMD  at  the 
outset  of  sueh  an  invasion  (if  the  primary  objeetive  is  not  aehieved);  esealation 
to  the  use  of  WMD  during  subsequent  phases  of  the  eonfiiet;  and  the  adversary 
exporting  WMD  before,  during  or  after  the  eonfiiet.  Additional  deterrenee 
operations  aimed  at  other  adversaries  ean  also  oeeur  during  a  speeifie  erisis  or 
eonfiiet.  For  example,  in  the  regional  war  outlined  above,  measures  intended 
to:  deter  third  parties  from  intervening  in  the  eonfiiet  (or  instigating  a  separate 
eonfiiet);  and,  deter  aggression  by  other  regional  adversaries  eould  readily  take 
plaee  in  eombination  with  the  deterrenee  operations  aimed  at  the  primary 
belligerent.  Thus,  deterrenee  often  spans  both  time  (ineluding  the  various 
situations  of  peaee,  erisis,  and  war)  and  geographie  spaee  (eneompassing 
multiple  AORs  simultaneously). 

This  JOC  applies  equally  to  deterring  both  state  and  non-state  aetors.  It  is 
based  on  the  assumption  that  rational  deeision-makers  ehoose  among 
alternative  COAs  based  on  their  own  pereeptions  of  the  potential  outeomes  that 
may  result.  However,  there  are  likely  to  be  profound  differenees  in  the  eontent 
of  state  and  non-state  aetors’  deeision-making  ealeulations,  differenees  that  (in 
some  eases)  make  non-state  aetors  more  diffieult  to  deter,  espeeially  with  the 


Deterrence  by  credibly  threatening  Cost  Imposition,  Benefit  Denial,  and  Encouraging 
Adversary  Restraint  are  presented  as  'pure'  types  for  illustration.  Real-world  applications  must 
incorporate  elements  of  all  to  varying  degrees,  depending  on  how  each  influences  a  given 
adversary's  decision-making  calculus.  It  is  useful  to  consider  the  three  'ways'  separately, 
however,  when  considering  the  required  capabilities  needed  to  implement  each. 
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means  traditionally  used  to  deter  state  aetor  aggressiond^  While  there  is  some 
overlap  of  the  speeifie  means  used  to  influenee  both  state  and  non-state  aetor 
deeision-making,  there  will  be  signifieant  differenees  as  well.  Sueh  differenees 
are  ealled  out  in  the  eapabilities  seetion  of  this  doeument,  where  appropriate. 

Deterrence  by  Denying  Benefits 

Deterrenee  by  denying  benefits  involves  eonvineing  adversary  deeision-makers 
that  the  benefits  they  pereeive  are  of  little  value  and/or  are  unlikely  to  be 
aehieved  by  taking  the  COA  the  US  seeks  to  deter.  Denying  benefits  ean 
inelude  both  defensive  and  offensive  eapabilities  and  aetivities.  For  example, 
ballistie  missile  defenses  sueeessfully  intereepting  adversary  missiles  are  an 
example  of  an  operational  eapability  that  helps  provide  deterrenee  by  eredibly 
threatening  to  deny  future  benefits.  Another  example  is  having  the  eapability 
to  sustain  eontinuity  of  effeetive  military  or  eeonomie  operations  in  the  midst  or 
wake  of  a  major  enemy  attaek  on  the  US  homeland.  This  eapability  reduees 
the  prospeet  that  an  adversary  eould  eripple  the  US  ability  to  exeeute  effeetive 
military  operations. 

In  eireumstanees  marked  by  a  pronouneed  asymmetry  of  stakes  (sueh  as  often 
pertain  between  the  US  and  a  regional  power)  and  eonfrontation  with  highly 
risk-aeeeptant  adversaries  (whieh  is  frequently  the  ease  in  dealing  with  non¬ 
state  aetors)  denying  benefits  takes  on  inereased  importanee.  Sueh  adversaries 
tend  to  diseount  the  severity  and/or  the  likelihood  of  the  eosts  the  US  might 
impose.  This  makes  deterrenee  by  denying  benefits  inereasingly  important  in 
both  the  near-term  and  mid-term  seeurity  environments  diseussed  earlier. 

Deterrence  by  Imposing  Costs 

Deterrenee  by  eost  imposition  involves  eonvineing  adversary  deeision-makers 
that  the  eosts  ineurred  in  response  to  or  as  a  result  of  their  attaek  will  be  both 
severe  and  highly  likely  to  oeeur.  Cost  imposition  ineludes  the  full  array  of 
offensive  operations  ineluding  kinetie  and  non-kinetie  options.  US  and  allied 
aetive  and  passive  defenses  ean  serve  to  enhanee  the  pereeived  probability  of 
severe  eost  imposition,  beeause  sueh  defenses  will  inerease  the  eonfidenee  of 
US  leaders  in  their  ability  to  limit  damage  to  the  United  States  and  its  allies. 


13  For  example,  non-state  actors  may:  1)  see  benefit  in  violent  action  in  and  of  itself,  2)  likely 
have  few  overt,  high  value  assets  to  hold  at  risk,  and  3)  often  perceive  the  continuation  of  the 
status  quo  as  intolerably  costly  (as  opposed  to  merely  less  desirable  than  achieving  their 
objective). 

i"i  This  capability  is  discussed  under  the  “Emergency  Preparedness”  mission  set  in  the 
Homeland  Defense  and  Civil  Support  JOC. 

13  Offensive  operations  that  contribute  to  deterrence  by  denying  benefits  include  counterforce 
attacks  on  adversary  WMD  stocks  and  means  of  delivery  that  prevent  him  from  achieving 
military  objectives  through  the  procurement  (or  actual  use)  of  WMD. 
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The  key  ehallenge  to  improving  the  effeetiveness  of  deterrenee  by  eost 
imposition  is  to  overeome  adversary  pereeptions  that  they  ean  sueeessfully 
deter  US  attaek,  or  that  the  US  will  be  self-deterred.  Improved  offensive  and 
defensive  damage  limitation  eapabilities  for  the  US  homeland,  allies,  non- 
eombatants,  and  forward-deployed  forees  are  essential  to  addressing  this 
ehallenge. 

Deterrence  by  Encouraging  Adversary  Restraint 

Eneouraging  adversary  restraint  is  the  way  in  whieh  US  aetions  ean  influenee 
adversary  deeision-makers’  pereeptions  of  the  benefits  and  eosts  of  not  taking 
an  aetion  we  seek  to  deter.  Thus,  eneouraging  adversary  restraint  involves 
eonvineing  adversary  deeision-makers  that  not  undertaking  the  aetion  we  seek 
to  deter  will  result  in  an  outeome  aeeeptable  to  them  (though  not  neeessarily 
desired  by  them).  Eneouraging  adversary  restraint  plays  a  eritieal  role  in 
deterrenee  operations  beeause  adversary  deeision-makers  weigh  the  benefits 
and  eosts  of  aeting  (e.g.,  invading  their  neighbor,  using  WMD,  attaeking  the  US 
homeland)  in  the  context  of  their  expeetations  of  what  will  happen  if  they  do  not 
aet  (i.e.,  their  pereeived  eonsequenees  of  restraint).  Thus,  altering  their 
pereeptions  of  the  eonsequenees  of  restraint  offers  the  US  additional  ways  to 
influenee  the  deeision  ealeulus  of  potential  adversaries. 

Eneouraging  adversary  restraint  ean  be  done  in  two  ways.  First,  the  US  ean 
take  aetions  that  eonvinee  adversary  deeision-makers  that  there  are  benefits  to 
eontinued  restraint.  Obviously,  efforts  to  influenee  adversary  deeision-makers’ 
pereeptions  of  the  benefits  of  restraint  must  take  into  aeeount  broader  US 
interests  in  peaeetime  or  erisis,  and  US  war  aims  (and  postwar  US  interests)  in 
eonfliet.  In  many  eases  it  may  be  possible  to  identify  pereeived  adversary 
benefits  of  restraint  that  have  little  or  no  impaet  on  important  US  or  allied 
interests  and  objeetives. 

An  example  from  the  strategie  relationship  between  India  and  Pakistan 
illustrates  this  eoneept.  By  deelaring  a  no  first  use  of  nuelear  weapons  poliey 
India  has  in  effeet  “provided  a  benefit  of  restraint”  to  Pakistan.  If  Pakistan  does 
not  initiate  nuelear  use,  India  will  not  use  nuelear  weapons.  At  the  same  time, 
India’s  no  first  use  deelaration  has  little  or  no  negative  impaet  on  important 
Indian  interests  or  objeetives.  Indian  defense  strategy  does  not  require  nuelear 
first  use  to  sueeeed.  Additionally,  it  may  be  possible  to  identify  and  influenee 
the  pereeived  benefits  of  restraint  that  apply  only  to  some  speeifie  deeision- 
makers,  or  influenee  unit  eommanders  at  eertain  levels  of  deeision-making 
(e.g.,  those  unit  eommanders  responsible  of  exeeuting  orders  to  initiate  use  of 
WMD),  that  do  not  eompromise  US  interests. 

Seeond,  the  US  ean  take  aetions  that  mitigate  the  eosts  of  restraint  pereeived 
by  adversary  deeision-makers.  The  objeetive  in  sueh  eases  is  to  ensure  that 
deterrenee  does  not  fail  beeause  adversary  deeision-makers  pereeive  that  they 
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will  lose  less  by  aeting  than  by  not  aeting.  For  example,  US  joint  doetrine 
might  eall  for  theater  operations  to  be  eondueted  in  a  manner  that  eould 
inadvertently  mislead  an  adversary  about  the  nature  of  US  objeetives  in  the 
eonfliet,  or  that  might  impose  unintended  and  unneeessary  severe  eosts  on  the 
adversary.  Either  of  these  eireumstanees  eould  result  in  adversary  deeision- 
makers  ehoosing  to  esealate  a  eonfliet  that  might  otherwise  have  remained 
limited  in  seope  and  means.  A  JFC  eould  alter  the  way  in  whieh  his  forees 
operate  under  sueh  eireumstanees  in  order  to  avoid  making  undesirable 
adversary  esealation  the  adversary’s  “least  bad  alternative.”  In  sueh 
eireumstanees  adversary  deeision-makers  eould  be  helped  to  understand  that 
US  forees  eould  be  doing  more  harm  to  him  than  is  taking  plaee,  and  that 
those  operations  eurrently  ongoing  are  not  simply  a  preeursor  to  broader 
operations  with  more  ambitious  objeetives.  It  is  erueial  that  sueh  mitigation 
aetions  are  elearly  eommunieated  to  (and  understood  by)  adversary  deeision- 
makers,  as  well  as  other  relevant  parties  to  the  eonfliet. 

The  nature  of  US  interests  or  war  aims  may  at  times  be  fundamentally 
ineonsistent  with  eneouraging  adversary  restraint  by  eonvineing  them  that 
inaetion  will  result  in  an  outeome  aeeeptable  to  them,  and  the  adversary’s 
pereeived  eonsequenees  of  restraint  will  make  deterrenee  sueeess  unlikely.  In 
sueh  instanees  the  role  of  deterrenee  operations  in  an  integrated  US  national 
seeurity  strategy  may  be  signifieantly  diminished,  or  eliminated  altogether. 

Means:  Capabilities  and  Attributes 

Military  eapabilities  are  the  means  by  whieh  the  JFC  implements  the  JOC.^^ 
These  eapabilities  must  deter  a  range  of  potential  adversaries,  state  and  non¬ 
state  aetors,  aeross  the  ROMO.  They  must  be  eredible  to  adversary  deeision- 
makers,  in  terms  of  their  ability  to  both  deny  pereeived  benefits  and  impose 
pereeived  eosts  in  a  manner  the  US  is  seen  as  willing  to  implement.  Effeetive 
military  eapabilities  require  that  they  be  visible  to  and  known  by  the  adversary. 
The  ability  to  eommunieate  US  intent,  resolve,  and  assoeiated  military 
eapabilities  in  ways  that  ean  be  reeeived  and  understood  by  adversary 
deeision-makers  is  vital.  Effeetive  deterrenee  eombines  military  and  non¬ 
military  means.  In  some  eases,  military  eapabilities  may  not  be  an  effeetive 
tool  to  deter  a  partieular  adversary’s  aetion,  making  other  instruments  of  power 
the  primary  deterrent.  Additionally,  eoalition  support  should  be  integrated  to 
enhanee  deterrenee  eredibility,  but  deterrenee  also  must  be  viable  as  a 
unilateral  strategy. 

US  joint  forees  and  interageney  partners  must  be  eapable  of  sueeessfully 
earrying  out  benefit  denial,  eost  imposition,  and  aetivities  to  eneourage 
restraint,  while  simultaneously  eommunieating  appropriate  national  resolve  to 


See  Appendix  E  for  the  linkages  of  means  mentioned  in  the  DO  JOC  to  the  Joint  Capability 
Areas  (JCA). 
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a  wide  range  of  potential  adversaries.  US  joint  forees  must  be  able  to  defend 
against  unprovoked  attaeks  from  both  state  and  non-state  adversaries.  Should 
deterrenee  fail,  these  forees  and  interageney  personnel  must  be  prepared  to 
move  seamlessly  to  support  strike,  eombat  and/or  homeland  defense 
operations,  as  well  as  synehronize  with  other  major  eombat,  homeland  defense, 
and/or  stability  operations. 

Direet  eapabilities  required  for  deterrenee  inelude  the  ability  to  earry  out:  foree 
projeetion  operations,  ineluding  the  eapability  to  deeisively  defeat  regional 
aggression;  kinetie  and  non-kinetie  global  strike  operations,  ineluding  the 
possible  employment  of  nuelear  weapons;  aetive  and  passive  defense 
operations;  and  Strategie  Communieation.  All  of  these  efforts  are  enabled  by 
global  situational  awareness,  eommand  and  eontrol,  forward  presenee,  seeurity 
eooperation  and  military  integration,  plus  deterrenee  assessment  and 
experimentation.  Beeause  these  enabling  eapabilities  underpin  the  more  direet 
eapabilities  required  for  deterrenee,  they  are  diseussed  first.  It  should  be  noted 
that  the  levels  of  these  various  eapabilities  required  for  effeetive  deterrenee 
operations  may  be  higher  or  lower  than  that  required  to  eonduet  effeetive 
eombat  operations  of  various  types. 

Global  Situational  Awareness 

Global  situational  awareness  is  the  foundation  of  deterrenee  and  ineludes  two 
forms  of  intelligenee,  surveillanee  and  reeonnaissanee  (ISR).  The  first  is  the 
underlying  knowledge  regarding  adversary  deeision-makers’  pereeptions  of 
benefits,  eosts,  and  eonsequenees  of  restraint  on  whieh  deterrenee  strategies 
are  based.  The  seeond  is  the  operational  intelligenee  information  about 
adversary  assets,  eapabilities,  and  vulnerabilities  required  to  eonduet  eredible 
and  effeetive  deterrenee  operations. 

Improved  understanding  of  adversary  deeision-makers’  value  struetures  and 
pereeptions  (beyond  what  is  typieally  provided  to  US  deeision-makers  today) 
will  enhanee  our  ability  to  tailor  deterrenee  operations  against  speeifie 
adversaries  under  varying  seenarios.  The  JFC,  in  eoordination  with  the 
interageney,  must  profile  adversary  deeision-makers  to  identify  adversary  value 
struetures,  as  well  as  the  deeision-making  struetures  and  proeesses  through 
whieh  those  deeision-makers  reeeive  and  proeess  information,  and  internet 
while  making  deeisions.  Partieularly  vital  is  the  need  to  understand  and 
eharaeterize  the  deeision-making  of  networked,  non-hierarehieal  non-state 
aetors.  Data  already  possessed  by  DOD,  interageney,  and  allied/ eoalition 
entities  must  be  mined  and  analyzed  in  produeing  these  deterrenee  analyses. 
The  ability  to  translate  foreign  language  open  souree  media  and  web-based 
ehatter,  as  well  as  eoneealed  information  (eleetronie  or  hardeopy),  in  near- real 
time  is  imperative  for  improving  US  eapabilities  to  assess  the  deeision-making 
of  both  state  and  non-state  adversaries.  Beeause  deterrenee  operations 
eonstitute  a  eontinuous  effort  eondueted  predominantly  in  peaeetime,  many 
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crucial  elements  neeessary  to  eharaeterize  potential  adversaries  deeision- 
making  need  to  be  given  a  higher  eolleetion  priority  than  has  been  traditionally 
assoeiated  with  non-erisis  periods. 

The  ultimate  goal  of  this  intelligenee  eolleetion  and  analysis  is  to  develop  aetor- 
speeifie  analyses  of  adversary  deeision-making  that  deseribe  an  adversary’s 
values,  eulture,  deeision  ealeulus,  risk  propensity,  and  eapaeity  for  situational 
awareness  to  the  maximum  extent  possible.  Our  efforts  must  also  seek  to 
identify  the  adversary’s  potential  attaek  means  (whieh  must  be  defeated  or 
eountered  to  deny  the  benefits  the  adversary  seeks)  and  the  most  appropriate 
targets  for  attaek  (to  impose  relevant  eosts).  Assets  (military,  eeonomie, 
politieal,  and  soeial,  ete.)  highly  valued  by  adversary  leaders  need  to  be 
identified,  eatalogued,  targeted,  weaponeered,  and  maintained  for  strike 
planning.  Where  information  gaps  exist,  full-speetrum  ISR  seeks  to  provide 
persistent  surveillanee  of  leadership  figures,  faeilities,  proliferation 
meehanisms  and  high-value  forees,  and  do  so  in  the  faee  of  inereasingly 
sophistieated  adversary  denial  and  deeeption  efforts  in  a  eomplex  operating 
environment. 

ISR  efforts  must  be  persistent  aeross  time,  sealable  from  the  global  to  loeal 
level,  seamless  aeross  key  geographie  regions,  shared  aeross  US  government 
and  multinational  partners,  and  optimized  to  leverage  the  full  speetrum  of 
traditional  and  not-traditional  eolleetion  eapabilities  within  and  beyond  DOD. 
Human  intelligenee  (HUMINT)  must  foeus  on  gaining  aeeess  and  insights  into 
the  most  diffieult  "targets,"  (e.g.,  terrorist  eells,  hard  and  deeply  buried  targets, 
underground  faeilities,  elosed  regimes,  WMD  development  efforts,  and 
employment  plans).  HUMINT  is  essential  in  seeking  to  understand  an 
adversary’s  values,  eulture,  deeision  ealeulus,  risk  propensity,  and  eapaeity  for 
situational  awareness  as  well  as  obtaining  other  information  required  for 
effeetive  deterrenee.  HUMINT  reporting  must  be  integrated  into  situational 
awareness  displays  that  provide  joint  forees  with  battlespaee  visualization. 
Interageney  and  multinational  eooperation  is  key  to  aehieving  sueeess  in  these 
efforts.  It  requires  ereation  of  a  eollaborative  environment  that  ineorporates 
intelligenee  eommunity,  diplomatie,  law  enforeement,  military,  and 
multinational  inputs  to  aehieve  true  global  situational  awareness  for 
deterrenee.  Sinee  various  organizations  and  entities  ean  interpret  events  and 
situations  differently,  this  eollaborative  environment  must  inelude  meehanisms 
to  resolve  sueh  differenees,  or  mitigate  and  manage  uneertainties. 

Beeause  WMD  play  an  important  role  in  adversary  strategies,  our  ability  to 
identify  their  loeation,  speeifie  nature,  origin,  ownership,  supporting 
eapabilities,  and  the  souree  of  their  employment  is  erueial  for  deterrenee. 
Attribution  is  partieularly  important  for  deterring  state  sponsorship  of  WMD 
terrorism  and  possible  eovert  attaeks  by  nation-states.  Teehnieal  eapabilities 
to  support  attribution  are  required  for  nuelear,  ehemieal,  biologieal. 
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radiological  and  explosive  weapons  as  well  as  attaeks  on  spaee  systems  and 
eomputer  networks. 

Sueeessful  deterrenee  also  requires  mueh  improved  understanding  of  our  own 
eapabilities,  limitations,  and  eurrent  situation  (blue  foree  traeking  and  foree 
status,  to  inelude  our  allies  and  interageney  partners).  Sueh  understanding  is 
aehieved  through  exploiting  shared  information,  awareness,  and  understanding 
of  the  situation  aeross  a  networked  infrastrueture  by  means  of  a  eollaborative 
information  environment.  Highly  networked  forees  will  inerease  the 
eommander’s  flexibility  to  ehoose  from  widely  varying  types  of  eapabilities  to 
aehieve  the  desired  deterrenee  effeet.  Additionally,  the  high  demand  for  many 
ISR  assets  neeessitates  flexible  and  ereative  approaehes  to  managing  high 
demand  assets,  in  order  to  manage  both  deterrenee  and  operational  risk  on  a 
global  seale. 

Contributions  to  Denying  Benefits:  Global  situational  awareness  of 

adversaries’  pereeptions  identifies  the  key  benefits  adversaries  seek  to  gain 
from  eourses  of  aetion  we  intend  to  deter.  Additionally,  this  intelligenee 
provides  insight  into  how  to  eonvinee  adversary  deeision-makers  that  the  US 
has  the  eapability  and  will  to  deny  them  those  benefits  with  high  eonfidenee. 
Global  situational  awareness  improves  our  ability  to  defeat  adversaries’  eritieal 
eapabilities  and  operations.  An  example  is  US  global  situational  awareness 
suffieient  to  eonvinee  an  adversary  that  his  ehanees  of  aehieving  strategie  or 
taetieal  surprise  are  extremely  low. 

Contributions  to  Imposing  Costs:  Global  situational  awareness  of  adversaries’ 
pereeptions  identifies  key  eosts  that  our  adversaries  fear  ineurring,  and 
provides  insights  into  how  to  eonvinee  them  it  is  highly  likely  that  the  US  ean 
(and  will)  impose  sueh  eosts.  In  the  faee  of  inereasingly  sophistieated 
adversary  efforts  to  eoneeal  and  proteet  key  assets  and  eapabilities  from  US 
operations,  improved  global  situational  awareness  is  absolutely  essential  to 
improve  our  ability  to  eredibly  threaten  eost  imposition,  and  thus  is  essential  to 
effeetive  deterrenee  operations.  This  is  a  partieularly  aeute  deterrenee 
ehallenge  vis-a-vis  holding  adversary  WMD  and  national  leadership  assets 
eredibly  at  risk. 

Contributions  to  Eneouraging  Adversary  Restraint:  Global  situational 
awareness  eapabilities  have  two  distinet  impaets  here.  In  the  ease  of  state 
aetors,  failure  to  deteet  and  aeeurately  assess  adversary  deeision-makers’ 
pereeption  of  the  eonsequenees  of  restraint  (i.e.,  of  being  deterred)  is  a 
potentially  serious  eause  of  deterrenee  failure.  We  eannot  mitigate  a  eritieal 
adversary  eoneern  of  whieh  we  are  unaware,  that  we  underestimate,  or  that  we 
inadvertently  and  unneeessarily  ereate.  Therefore,  aeeurate  situational 
awareness  regarding  an  adversary’s  pereeived  eonsequenees  of  his  own 
restraint  in  peaeetime,  in  an  unfolding  erisis,  and  throughout  the  eourse  of  a 
eonfiiet  is  required.  Sueh  knowledge  enables  US  planners  to  identify  how  we 
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might  encourage  adversary  restraint,  convincing  adversary  decision-makers 
that  choosing  to  “be  deterred”  will  result  in  an  acceptable  outcome.  Second, 
global  situational  awareness  provides  the  JFC  with  information  regarding  an 
adversary’s  ability  to  understand  the  current  situation.  This  allows  the  JFC  to 
shape  US  deterrent  actions  to  ensure  they  do  not  unnecessarily  deny  adversary 
decision-makers  the  ability  to  accurately  assess  their  situation  or  pose 
unintended  threats  to  key  adversary  interests. 

Command  and  Control  (C2) 

All  military  capabilities  supporting  deterrence  operations  rely  on  robust, 
reliable,  secure,  survivable,  timely,  unambiguous  and  sustainable  DOD-wide 
net-centric  environment  to  enable  command  and  control.  A  horizontally  and 
vertically  integrated  distributed  network  is  required  to  provide  key  leadership 
(e.g..  President,  Secretary  of  Defense,  Chairman  of  the  Joint  Chiefs  of  Staff 
(CJCS),  Combatant  Commanders,  Service  Chiefs,  and  JFCs)  with  an  effective 
command  and  control  capability.  This  network  must  be  resilient  and  agile, 
providing  the  environment  for  secure  collaboration  and  real-time  decision¬ 
making.  It  must  support  planning,  tasking  and  dynamic  control  for  the 
efficient  conduct  of  deterrence  operations.  This  capability  requires  a 
redundant,  reliable,  and  robust  system  of  multi-domain  communications 
technologies  to  convince  adversary  decision-makers  they  cannot  easily  disrupt 
or  deny  US  command  and  control.  The  C2  system  must  be  enabled  by  secure, 
wideband  communications  that  will  degrade  gracefully  to  a  survivable  thin-line 
backbone— providing  connectivity  to  decision-makers  under  the  most  severe 
circumstances.  Additionally,  senior  US  leadership  may  require  the  ability  to 
directly  communicate  with  fielded  forces  or  initiate  weapons  employment 
without  support  from  intermediate  levels  of  command. 

In  addition  to  physical  net-centric  C2  systems,  today’s  organizational  C2 
constructs  may  prove  inadequate  for  the  Joint  Force  of  2025.  Today’s  joint 
forces,  operating  in  complex  environments  from  over  the  horizon  in  often  highly 
charged  political  situations,  must  act  in  concert  with  interagency  and  coalition 
partners.  Improving  the  C2  process  is  as  critical  as  increasing  bandwidth, 
especially  as  increased  bandwidth  leads  to  increased  quantities  of  data 
transmitted  to  diverse  users.  Today,  dispersed  groups  across  the  DOD  and 
interagency  coordinate  independent  actions  to  achieve  overall  objectives,  but 
not  in  a  truly  integrated  fashion.  National  strategic  unity  of  effort  encompasses 
elements  of  national  power  beyond  military  force,  to  include  diplomatic, 
information  and  economic  tools.  JFC  mission  accomplishment  increasingly 
relies  upon  unified  action  through  the  successful  integration  of  enhanced  joint, 
interagency  and  coalition  capabilities  outside  his  direct  control.  Therefore, 
JFCs  must  incorporate  synchronized,  collaborative  decision-making  and 
decision  support  environments  with  unique  theater  knowledge  to  leverage  a 
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shared  Commander’s  Intentd”^  Providing  integrated  C2  eapability  enables  unity 
of  effort  when  implementing  deterrent  aetivities. 

Contributions  to  Denying  Benefits:  Without  robust,  reliable,  seeure, 

survivable,  timely,  unambiguous  and  sustainable  net-eentrie  systems 
supporting  C2  eapabilities,  an  adversary  might  pereeive  a  deeisive  asymmetrie 
advantage  in  launehing  a  surprise  attaek.  This  would  permit  him  to  attain  his 
key  benefits  while  US  forees  were  rendered  temporarily  ineapable  of 
eounteraetion  or  response.  Therefore,  C2  eapabilities  eontribute  to  denying 
benefits  by  ensuring  no  adversary  believes  he  ean  prevent  US  forees  from  being 
brought  to  bear  in  the  effeetive  and  timely  manner  intended  by  the  Ameriean 
national  leadership. 

Contributions  to  Imposing  Costs:  Similarly,  the  C2  eapabilities  outlined  above 
are  an  essential  enabler  of  eredible  Ameriean  threats  to  impose  unaeeeptable 
eosts  on  potential  adversaries.  If  adversary  deeision-makers  pereeive  an 
opportunity  to  signifieantly  disrupt  or  delay  a  deeisive  Ameriean  response  to 
their  aggression  or  eoereion,  they  may  eonvinee  themselves  they  ean  eseape 
sueh  a  response  altogether.  In  addition,  sueh  C2  eapabilities  are  essential  to 
make  full  and  effeetive  use  of  the  global  situational  awareness  eapabilities 
deseribed  above  to  eredibly  impose  earefully-tailored  eosts  on  the  adversary. 
This  is  partieularly  true  of  holding  at  risk  targets  about  whieh  intelligenee  may 
emerge  unexpeetedly,  and  our  opportunity  to  strike  them  may  be  fleeting  (e.g., 
non-state  aetor  leadership  or  state  aetor  WMD  eomponent  or  weapon 
transfers). 

Contributions  to  Eneouraging  Adversary  Restraint:  Condueting  deterrenee 
operations  that  aehieve  US  objeetives  without  inadvertently  erossing  key 
adversary  thresholds  requires  sophistieated  C2  eapabilities  to  exploit  global 
situational  awareness.  For  example,  eonvineing  adversary  deeision-makers 
that  US  war  aims  are  limited  through  exereise  of  positive  C2  over  ongoing 
military  operations  eould  be  essential  to  eneouraging  adversary  restraint. 

Forward  Presence 

US  eapabilities  resident  in  forward- stationed  and  forward-deployed  multi¬ 
purpose  eombat  and  expeditionary  forees  enhanee  deterrenee  by  improving  our 
ability  to  aet  rapidly  around  the  globe.  Forward  presenee  strengthens  the  role 
of  partners  and  expands  joint  and  multinational  eapabilities.  Our  presenee 


1'^  The  command  and  control  requirements  for  conducting  future  Global  Strike  missions 
provide  an  example  of  this.  Global  Strike  may  lead  to  relationship  changes  between  functional 
and  geographic  combatant  commanders  to  meet  the  overarching  needs  of  national  leadership. 
Successfully  striking  critical,  time  -sensitive  targets  may  require  expedited  coordination  with 
the  regional  combatant  commander  in  whose  AOR  the  strike  is  being  conducted.  The  solution 
to  this  command  and  control  challenge  must  achieve  a  balance  between  the  need  for 
coordination  and  integration  and  the  need  for  speed  and  security. 
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conveys  a  credible  message  that  the  United  States  remains  committed  to 
preventing  conflict  and  demonstrates  commitment  to  the  defense  of  US  and 
allied  vital  interests.  Forward  presence  also  enhances  US  global  situational 
awareness  by  providing  forward-based  ISR  assets  that  significantly  augment 
national  technical  means.  This  presence  enables  security  cooperation,  military 
integration  and  force  projection  operations. 

Contributions  to  Denying  Benefits:  Forward  presence  of  US  forces  has  several 
powerful  impacts  on  adversary  perceptions.  It  reduces  the  likelihood  of  an 
adversary  achieving  strategic  or  tactical  surprise,  thus  helping  to  prevent 
adversary  decision-makers  from  concluding  they  might  achieve  a  military  fait 
accompli  that  could  be  extremely  costly  for  the  US  to  reverse  by  force.  By 
reducing  the  probability  that  US  allies  will  rapidly  capitulate  in  the  face  of 
coercion  or  attack,  US  forward  presence  makes  it  more  likely  that  they  will 
resist  coercion  and  fight  alongside  American  forces  if  necessary.  In  those  cases 
where  a  key  perceived  adversary  benefit  is  the  reduction  or  elimination  of  US 
overseas  presence  (e.g.,  al  Qaeda),  the  continued  forward  basing  of  US  forces  in 
itself  serves  to  convince  the  adversary  (and/or  potential  supporters  and 
recruits)  that  he  cannot  achieve  his  objectives  through  aggression  or  coercion. 
Proper  force  protection  measures  are  critical,  as  is  an  understanding  of  host 
nation  perceptions  of  the  US  presence.  This  helps  ensure  the  presence  does 
not  provide  “targets”  for  adversaries,  and  our  presence  is  properly  situated  so 
as  not  to  antagonize  local  populations. 

Contributions  to  Imposing  Costs:  Forward  presence  demonstrates  US  political 
will  and  resolve  to  oppose  potential  adversary  aggression  and  coercion  in  a 
region,  particularly  with  reference  to  formal  alliance  and  security  relationships. 
This  in  turn  makes  US  threats  to  impose  key  costs  more  credible  to  adversary 
decision-makers.  Forward  presence  can  both  enable  preemptive  use  of  force 
and  reduce  the  perceived  response  time  of  the  joint  force.  This  can  be  a 
decisive  factor  in  some  crisis  and  conflict  situations.  Such  presence  also 
provides  the  JFC  with  an  established  set  of  basing  and  logistical  infrastructure 
enabling  rapid  reinforcement,  improved  force  projection,  and  more  effective  and 
more  sustainable  Global  Strike  operations.  Forward  presence,  in  some  cases 
extends  the  US  nuclear  deterrent  over  both  forward-based  forces  and  regional 
allies,  significantly  increasing  an  adversary’s  perceptions  of  the  potential  costs 
involved  in  taking  courses  of  action  that  could  elicit  an  American  nuclear 
response. 

Contributions  to  Encouraging  Adversary  Restraint:  The  value  of  forward 
presence  in  encouraging  adversary  restraint  goes  far  beyond  winning  on  the 
battlefield.  Employing  forces  in  instances  short  of  war  demonstrates  the 
United  States’  willingness  to  lead  and  encourages  others  to  help  defend, 
preserve  and  extend  the  peace.  Without  forward  presence,  a  US  decision  to 
deploy  major  combat  forces  to  a  region  in  anticipation  of  (or  in  response  to) 
adversary  coercion  or  aggression  could  be  seen  as  a  more  threatening  American 
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response  than  the  alert  or  reinforeement  of  forward-based  forees.  Thus,  it 
provides  Ameriean  national  leadership  a  more  measured,  and  potentially  less 
provoeative,  set  of  deterrent  options. 

Security  Cooperation  and  Military  Integration  and  Interoperability 

US  vital  interests  are  inereasingly  intertwined  with  those  of  US  friends  and 
allies.  As  a  result,  deterrenee  is  enhaneed  through  seeurity  eooperation  and 
military  integration  and  interoperability  with  allied  forees  and  partner  nations; 
building  trust  and  eonfidenee  between  the  US  and  its  partners.  The  deterrent 
impaet  of  sueh  eooperation  and  integration  is  both  politieal  and  military  in 
nature.  The  politieal  impaets  are  primarily  derived  from:  1)  the  effeets  that 
eoalition-based  responses  have  on  adversary  deeision-makers’  pereeption  of  US 
and  allied  politieal  will,  and  2)  the  potentially  long-lasting,  harmful  post- 
eonfliet  politieal  and  eeonomie  effeets  of  taking  on  a  US-led  international 
eoalition.  The  military  impaets  are  derived  from  improvements  in  both  US  and 
partner  eapabilities  to  defeat  adversary  military  operations.  Allied  and  partner 
eontributions  to  the  joint  fight  are  signifieant.  For  example,  they  ean  provide 
host  nation  seeurity,  fly  additional  eombat  and  support  sorties,  supplement 
naval  presenee,  provide  additional  maneuver  forees,  eonduet  maritime  and 
ground  mine  elearing  operations,  to  name  just  a  few.  These  aetions  eontribute 
signifieantly  to  foree  proteetion  and  overall  operational  sueeess. 

Contributions  to  Denying  Benefits:  Seeurity  eooperation  and  military 

integration  ereate  a  shared  politieal  seeurity  burden  and  an  improved  ability  to 
limit  the  damage  an  adversary  ean  infiiet.  This  undereuts  an  adversary’s 
ability  to  eoeree  the  US  and  its  partners.  It  also  reduees  the  potential  benefits 
to  be  reaped  from  a  surprise  attaek  before  US  forees  are  fully  deployed  in 
theater.  In  many  eases,  partner  eooperation  and  integration  provides  US  forees 
the  basing  and  logistieal  support  needed  to  aeeelerate  reinforeement  and  foree 
projeetion,  making  adversary  gains  less  likely.  These  aetivities  eneourage 
partner  nations  to  develop,  modernize  and  transform  their  own  eapabilities  to 
help  themselves.  In  some  instanees,  partners  ean  provide  foree  eapabilities 
essential  to  deterrenee  by  denying  benefits  that  would  be  diffieult  or  eostly  for 
the  US  to  mateh  (e.g.,  extensive  ground  forees).  There  are  even  eases  where 
foeused  partner  military  eooperation  and  integration  allows  a  partner  to  deter 
on  its  own  through  denying  benefits  without  US  involvement  in  eombat 
operations. 

Contributions  to  Imposing  Costs:  Seeurity  eooperation  and  military  integration 
ean  have  a  tremendous  impaet  on  adversary  deeision-makers’  pereeption  of  the 
politieal  will  of  the  US  and  its  allies.  These  aetivities  thus  inerease  the 
pereeived  probability  that  an  adversary  will  ineur  severe  eosts  should  they  take 
aetions  eontrary  to  US  or  allied  vital  interests.  Sueh  eosts  inelude,  but  are  not 
limited  to:  US  military  intervention  itself;  the  loss  of  eritieal  military  and 
eeonomie  eapabilities  or  assets;  longer-term  politieal  and  eeonomie  eosts 
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associated  with  becoming  a  “pariah”  state  (as  a  result  of  conflict  with  a  US-led 
coalition);  and  even  regime  destruction  at  the  hands  of  an  internationally 
sanctioned  military  campaign.  Most  of  the  military  impacts  of  security 
cooperation  and  integration  that  contribute  to  denying  benefits  contribute  to 
cost  imposition  efforts  as  well.  An  additional  significant  cost  imposition  impact 
is  the  potential  for  US  and  partner  force  synergies  that  free  up  US  military 
assets  to  focus  on  imposing  costs,  rather  than  only  denying  benefits.  An 
example  of  this  would  be  allied/ partner  air  forces  providing  air  defense,  freeing 
US  air  assets  to  be  employed  primarily  in  strike  operations. 

Contributions  to  Encouraging  Adversary  Restraint:  A  potential  impact  of  these 
activities  is  to  convince  an  adversary  that  US  allies  and  partners  will  exercise 
increased  restraining  influence  over  American  war  aims  and  associated  military 
operations,  or  vice  versa.  Additional  contributions  of  security  cooperation  and 
military  integration  are  provided  by  dissuading  potential  adversaries  from 
adopting  courses  of  action  that  threaten  stability  and  security,  while  reducing 
the  underlying  conditions  that  foment  extremism  and  set  the  conditions  for 
future  success. 

Force  Projection 

The  capability  to  project  US  military  power  globally  and  conduct  operational 
maneuver  from  strategic  distances  provides  an  important  capability  to  deter 
adversaries.  Force  projection  enhances  the  JFC’s  capacity  to  use  all  three  ways 
of  influencing  adversaries’  decision-making.  US  force  projection  capabilities 
need  to  be  responsive,  sustainable,  and  executable  in  the  face  of  anti-access 
strategies,  WMD  employment,  terrorism  at  home  or  abroad,  and  other  means  of 
asymmetric  warfare.  For  deterrence  it  is  especially  critical  that  force  projection 
operations  be  executable  in  a  manner  that  enables  us  to  limit  the  damage  an 
adversary  can  inflict — on  US  forces,  partners  and  potentially  their  own  civilian 
populace.  Force  projection  includes  the  capability  to  conduct  interdiction 
operations  against  the  transfer  of  WMD  components,  materials,  finished 
weapons,  or  delivery  systems  unilaterally,  or  in  conjunction  with  allies  and 
partners. 

Contributions  to  Denying  Benefits:  Force  projection  capabilities  provide  the 
means  to  deny  a  broad  range  of  perceived  benefits  that  adversaries  might  seek 
through  aggression  and  coercion.  These  perceived  benefits  could  include  (but 
are  not  limited  to):  seizure  and  occupation  of  allied/ partner  territory; 
destruction  of  (or  damage  to)  key  allied/ partner  political,  military  and/or 
economic  assets;  closure  or  interference  with  geographic  choke  points  of 
strategic  significance;  coercive  threat  or  use  of  force  against  US  allies/partners; 
deterrence  of  US  intervention  in  a  regional  conflict;  or  coercive  limitation  of  US 
war  aims  in  such  a  conflict;  or  the  proliferation  of  WMD  and  associated  delivery 
systems. 
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Contributions  to  Imposing  Costs:  Force  projection  capabilities  also  provide  the 
JFC  with  the  means  to  impose  a  set  of  critical  costs  on  adversaries.  These 
include,  but  are  not  limited  to:  seizure/ occupation  of  high-value  adversary 
territory;  interdiction  of  adversary  access  to  international  air  and  sea  lines  of 
communication  or  WMD  components  or  assets;  destruction  of  highly  valued 
political,  military,  and/or  economic  assets;  destruction/ disruption  of  the 
adversary’s  internal  political  control;  and  forcible  regime  change.  The  same 
force  projection  attributes  delineated  above  are  required  for  imposing  costs. 

Contributions  to  Encouraging  Adversary  Restraint:  Finally,  our  force 

projection  capabilities  can  encourage  adversary  restraint  prior  to  (or  in  the 
midst  of)  a  conflict  only  if  they  can  be  employed  in  a  selective  and  highly 
controlled  manner  that  permits  adversaries  to  discern  US  restraint  and  the 
potential  for  this  restraint  to  be  lifted  (should  deterrence  fail  and  escalation 
occur).  For  example,  in  a  scenario  in  which  US  war  aims  are  limited,  the  JFC 
should  have  the  ability  to  project  force  in  a  way  that  communicates  the  limited 
nature  of  his  objectives,  and  does  not  render  the  adversary  incapable  of 
discerning  whether  current  operations  are  merely  a  precursor  to  a  more 
ambitious  set  of  US  aims.  In  this  deterrence  context,  disabling  a  regional 
state’s  entire  political-military  command  and  control  system  (when  US  military 
objectives  do  not  require  such  a  strategic  effect)  could  profoundly  undermine 
deterrence.  However,  the  ability  to  quickly  project  force  may  cause  an 
adversary  to  seek  to  more  rapidly  accomplish  his  war  aims  before  sufficient  US 
and  allied  forces  build  up  to  counter  adversary  aggression. 

Active  and  Passive  Defenses 

The  development  and  deployment  of  effective  active  and  passive  defenses 
contributes  significantly  to  deterrence,  particularly  in  the  areas  of  deterring 
adversary  WMD  use  or  attacks  on  US  population  and  critical  US  military  and 
civilian  infrastructure. 

Ballistic  and  cruise  missile  active  defenses  are  likely  to  be  a  critical  element  of 
US  military  capabilities  in  the  future  as  adversaries  obtain  the  capability  to 
strike  with  increased  precision,  lethality  (WMD),  and  long-range  systems. 
Integrated  air  and  missile  (lAMD)  defenses  will  be  layered  and  networked, 
incorporating  land-,  sea-,  air-,  and  space-based  elements,  and  use  both  kinetic 
and  non-kinetic  means  to  achieve  target  destruction  and/or  negation. 
Regionally  oriented  defenses  will  protect  fielded  US  forces,  allies,  and  partners 
and  will  seamlessly  integrate  with  homeland  defenses  to  provide  overlapping 
and  complementary  global  protection.  Additionally,  the  ISR  and  C2  elements  of 
active  missile  defenses  will  enable  a  robust  offense/ defense  integration,  to 
include  long-  or  very-long  range  counter-battery  fires  aimed  at  destroying  the 
adversary’s  missile  launch  capabilities.  The  ability  to  thwart  adversary  missile 
attacks  prior  to  launch  as  well  as  negate  missiles  in  flight  is  key  to  achieving 
effective  deterrence  (primarily  via  benefit  denial) . 
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Near-peer  nation-state  adversaries  may  seek  to  defeat  sueh  aetive  defenses  in 
order  to  hold  the  Ameriean  homeland  hostage  and  eonstrain  US  freedom  of 
aetion.  Passive  defenses  eomplement  aetive  defenses,  redueing  the 
effeetiveness  of  attaeks  that  aetive  defenses  fail  to  defeat.  They  eonsist  of 
measures  taken  to  reduee  the  probability  of  (and  to  minimize  the  effeets  of) 
damage  eaused  by  hostile  aetion.  Examples  inelude  WMD  foree  proteetion 
measures  that  reduee  the  vulnerability  of  US  foree  projeetion  eapabilities, 
homeland  seeurity  and  homeland  defense  measures  (e.g.,  eonsequenee 
management)  that  limit  the  potential  damage  done  by  WMD  attaeks,  and 
eritieal  infrastrueture  proteetion  measures  that  make  sueh  infrastrueture  more 
resilient  in  the  event  of  attaek. 

The  inereasingly  net-eentrie  joint  foree  of  the  21®^  Century  will  eapitalize  on 
passive  defense  aehieved  through  widely  dispersed  forees.  While  still  able  to 
aehieve  operational  objeetives  through  their  ability  to  more  effieiently 
eommunieate,  maneuver,  and  share  a  eommon  operating  pieture,  net-eentrie 
forees  will  present  a  less  luerative  target  for  an  adversary’s  WMD.  However, 
beeause  adversaries  are  more  likely  to  use  weapons  eapable  of  wide  area  effeets 
(e.g.,  Eleetromagnetie  Pulse  EMP)  to  attempt  asymmetrie  defeat  of 
teehnologieally  superior  US  forees,  improved  weapons-effeets 
hardening/ survivability  will  be  required  for  a  broader  range  of  joint  foree 
systems  than  required  today.  Effeetive  interoperability,  robustness,  and 
funetional  redundaney  between  joint  foree  units  (partieularly  in  the  areas  of 
ISR  and  C2)  will  reduee  the  potential  for  single  points  of  failure  within  eomplex 
systems  and  organizations,  and  ensure  that  eritieal  C2  eapabilities  degrade 
graeefully.  Information  assuranee  for  net-eentrie  forees  will  ensure  only 
trusted  data  are  shared  among  users.  Camouflage,  eoneealment,  and 
deeeption  inerease  in  importanee,  as  adversaries  beeome  inereasingly 
sophistieated  users  of  widely  available  global  information  sourees. 

Contributions  to  Denying  Benefits:  Both  aetive  and  passive  defenses  elearly 
eontribute  to  deterrenee  by  denying  benefits.  Sueh  defenses  reduee  an 
adversary’s  probability  of  aehieving  benefits  from  attaeks  (or  threats  of  attaeks) 
on  the  US,  its  forees,  and  its  allies.  When  foeused  on  redueing  US  asymmetrie 
vulnerabilities,  sueh  defenses  enhanee  the  benefit  denial  eontributions  of  other 
foree  elements.  Defenses  have  partieularly  important  effeets  on  adversary 
deeision-makers’  pereeptions  of  the  eoereive  politieal  benefits  they  ean  derive 
from  WMD  eapabilities.  Aetive  and  passive  defenses  not  only  reduee  the 
damage  sueh  eapabilities  ean  infliet— they  also  indieate  US  willingness  to  invest 
in  defenses  required  to  retain  the  freedom  of  aetion  neeessary  to  defend  its  vital 
interests. 

Contributions  to  Imposing  Costs:  When  eombined  with  US  foree  projeetion  and 
Global  Strike  eapabilities,  aetive  and  passive  defenses  have  a  synergistie  effeet 
on  deterrenee  by  enhaneing  the  eredibility  of  US  threats  to  impose  eosts.  By 
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reducing  US  vulnerability  to  a  wide  range  of  asymmetric  attacks,  active  and 
passive  defenses  increase  adversaries’  perceived  probability  of  incurring  costs 
from  counterstrikes  on  key  assets.  In  other  words,  effectively  integrating 
offensive  and  defensive  operations  can  powerfully  influence  an  adversary’s 
perception  of  the  likelihood  of  their  aggression  or  coercion  will  elicit  an 
extremely  costly  military  response. 

Contributions  to  Encouraging  Adversary  Restraint:  Active  and  passive 

defenses  have  little  or  no  ability  to  encourage  adversary  restraint.  In  fact, 
because  they  have  the  synergistic  impact  on  our  perceived  willingness  to 
impose  costs  described  above,  they  have  the  potential  to  increase  adversary 
concerns  regarding  preemption.  Such  concerns,  in  certain  circumstances, 
could  worsen  an  adversary’s  perception  of  the  consequences  of  restraint. 
Deterrence  planning  and  operations  need  to  account  for  this  possibility. 

Global  Strike 

Global  Strike  is  the  ability  to  rapidly  plan  and  deliver  limited-duration  and 
extended-range  attacks  to  achieve  precision  effects  against  highly  valued 
adversary  assets.  Effects-based  targeting,  analysis,  planning,  and  execution 
are  combined  to  support  attacks  on  high-payoff/ high-value  targets.  These 
targets  may  include  WMD  production,  storage,  and  delivery  systems,  adversary 
decision-makers,  critical  command  and  control  facilities,  and  adversary 
leadership  power  bases. 

US  leadership  could  use  Global  Strike  capabilities  both  to  impose  costs  and  to 
deny  benefits  to  an  adversary  in  a  highly  customized  manner  appropriate  to  the 
future  security  environment.  Global  Strike  capabilities  must  be  capable  of 
defeating  anti-access  strategies  imposed  by  distance,  physical  hardening  or 
active  and  passive  defenses  and  be  able  to  operate  in  an  environment  where 
friendly  forces  may  not  have  battlefield  dominance.  Because  of  the  potentially 
urgent  employment  timelines.  Global  Strike  will  primarily  rely  upon  long-range, 
high-speed,  kinetic  (advanced  conventional  and  nuclear)  and  non-kinetic 
effects,  unmanned  systems,  cyber  systems,  and/or  small  numbers  of  special 
operations  forces  employed  over  extended  distances.  In-theater  capabilities  will 
supplement  these  forces  if  available  and  appropriate,  but  the  defining 
characteristic  of  Global  Strike  will  be  its  unique  blend  of  high-end  and  low-end 
military  capabilities. 

Within  Global  Strike,  US  nuclear  forces  contribute  uniquely  and  fundamentally 
to  deterrence — through  their  ability  to  threaten  to  impose  costs  and  deny 
benefits  to  an  adversary  in  an  exceedingly  rapid  and  devastating  manner. 
Nuclear  weapons  provide  the  President  with  the  ultimate  means  to  terminate 
conflict  promptly  on  terms  favorable  to  the  US.  They  cast  a  lengthy  shadow 
over  rational  adversaries’  decision  calculus  when  considering  coercion, 
aggression,  WMD  employment,  and  escalatory  courses  of  action.  Nuclear 
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weapons  threaten  destruetion  of  an  adversary’s  most  highly  valued  assets, 
ineluding  adversary  WMD  eapabilities,  eritieal  industries,  key  resourees,  and 
means  of  politieal  organization  and  eontrol  (ineluding  the  adversary  leadership 
itself).  This  ineludes  destruetion  of  targets  otherwise  invulnerable  to 
eonventional  attaek,  e.g.,  hard  and  deeply  buried  faeilities,  “loeation 
uneertainty”  targets,  ete.  Nuelear  weapons  reduee  adversary  deeision-makers’ 
eonfidenee  in  their  ability  to  eontrol  wartime  esealation. 

The  use  (or  threatened  use)  of  nuelear  weapons  ean  also  reestablish  deterrenee 
of  further  adversary  WMD  employment.  Alternatively,  nuelear  weapons  ean 
eonstrain  an  adversary’s  WMD  employment  through  US  eounterforee  strikes 
aimed  at  destroying  adversary  esealatory  options.  Nuelear  weapons  provide  the 
US  with  proportionate  and  disproportionate  response  options  that  an  adversary 
eannot  eounter.  They  ean  also  help  deter  intervention  by  adversary  allies  in  an 
ongoing  eonfliet. 

Advanees  in  eonventional  kinetie  and  non-kinetie  means  (e.g.,  eyberspaee 
warfare.  High  Energy  Radio  Frequeney  (HERF)  and  direeted  energy  (DE),  ete.) 
may  supplement  US  nuelear  eapabilities  by  2015,  nuelear  weapons  that  are 
reliable,  aeeurate,  and  flexible  will  retain  a  qualitative  advantage  in  their  ability 
to  demonstrate  US  resolve  on  the  world  stage.  Improving  our  eapability  to 
integrate  nuelear  and  non-nuelear  strike  operations  should  further  enhanee 
these  eapabilities.  Providing  the  President  an  enhaneed  range  of  options  for 
both  limiting  eollateral  damage  and  denying  adversaries  sanetuary  from  attaek 
will  inerease  the  eredibility  of  US  nuelear  threats,  thus  enhaneing  deterrenee 
and  making  the  aetual  use  of  nuelear  weapons  less  likely.  Additionally, 
nuelear  weapons  allow  the  US  to  rapidly  aeeomplish  the  wholesale  disruption 
of  an  adversary  nation-state  with  limited  US  national  resourees. 

Global  Strike  normally  will  be  eondueted  with  an  abbreviated  logisties  footprint 
and  have  limited  objeetives  and  rapid  exeeution  timelines  (minutes  to  hours). 
Beeause  adversaries  will  eontinue  to  pursue  anti-aeeess  strategies.  Global 
Strike  must  allow  for  independent  operations  an5rwhere  in  the  world  with 
minimal,  if  any,  support  from  overseas  forees  and  faeilities.  In  many  eases, 
senior  national  leadership  will  want  to  delay  a  Global  Strike  exeeution  deeision 
until  the  last  possible  minute.  Future  Global  Strike  missions  may  use 
weapons  possessing  two-way  seeure  eommunieations  that  allow  for  real-time 
eommand,  targeting,  retargeting,  disarm,  and  disablement  from  launeh/ release 
until  weapons  impaet.  Sinee  most  Global  Strike  targets  will  be  well  proteeted, 
future  forees  must  leverage  stealth,  speed,  and  low  probability  of  intereept  (e.g., 
ballistie)  attaek  profiles  to  ensure  arrival  on  target.  Threatened  use  of  Global 
Strike  will  be  more  effeetive  to  the  degree  that  both  US  and  adversary  deeision- 
makers  believe  the  effeets  ean  be  aehieved  without  inflieting  signifieant 
eollateral  damage. 
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Our  ability  to  create  intended  effeets  inereases  the  eredibility  of  our  deterrent 
threats.  Effeets  ean  be  aehieved  through  either  kinetie  or  non-kinetie  means, 
and  may  be  massive  or  limited  depending  upon  speeifie  objeetives.  In  some 
eases,  the  ability  to  eredibly  threaten  rapid  exeeution  against  time-sensitive 
targets  (sueh  as  mobile  missile  launehers  or  adversary  deeision-maker  eonvoys) 
will  be  needed  to  ereate  desired  effeets. 

Beeause  many  Global  Strike  seenarios  involve  threatened  (or  aetual) 
preemptive  attaeks  on  very-high  value  targets  that  will  only  be  exposed  for  brief 
periods.  Global  Strike  eapabilities  must  also  be  highly  reliable. 
Simultaneous  attaeks  against  all  the  major  targets  in  a  given  eategory  (e.g.,  all 
division  headquarters,  all  WMD  faeilities)  may  be  required  against  more 
eapable  adversaries,  although  the  total  seope  and  duration  of  operations  will 
remain  dramatieally  less  than  those  assoeiated  with  major  eombat. 

Key  elements  of  Global  Strike  eapabilities  should  be  periodieally  demonstrated 
openly  on  the  world  stage— to  ensure  adversary  deeision-makers  fully 
eomprehend  the  eredible  threats  they  faee.  However,  in  all  seenarios,  it  will  be 
highly  desirable  to  eonduet  strike  operations  without  alerting  in  advanee  the 
adversary,  who,  if  warned,  might  employ  eertain  eapabilities  (e.g.,  WMD)  rather 
than  lose  them.  A  “blaek”  or  eovert  eomponent  within  an  otherwise  highly 
visible  Global  Strike  eapability  is  highly  desirable.  This  eapability  eould  assure 
allies  without  provoking  an  adversary.  If  subsequently  revealed,  this  eapability 
will  serve  to  deter  third  parties  by  reminding  them  of  their  inability  to  fully 
eharaeterize  the  United  States’  eapability  to  wage  war. 

Contributions  to  Denying  Benefits:  Global  strike  eapabilities  eontribute  to 
denying  benefits  by  providing  eredible  and  effeetive  preemption  and  response 
options  in  the  event  of  impending  (or  ongoing)  adversary  aggression  or 
eoereion.  These  eapabilities  ean  either  supplement  or  supplant  foree  projeetion 
options  under  a  wide  variety  of  eireumstanees,  ineluding  strategie/ taetieal 
surprise,  adversary  use  of  WMD  or  other  asymmetrie  attaeks  on  theater  forees 
and  allies,  and  other  rapidly  developing  threats.  The  ability  to  rapidly  and 
preeisely  bring  deeisive  strike  eapabilities  to  bear  an5rwhere  around  the  world, 
followed  by  sustained  operations  if  required,  signifieantly  reduees  adversary 
temptations  to  eonduet  asymmetrie  operations  aimed  at  eountering  US  or  allied 
theater  eapabilities. 

Contributions  to  Imposing  eosts:  The  ability  to  rapidly  and  preeisely 

aeeomplish  Global  Strike  operations  also  serves  to  eonvinee  potential 
adversaries  that  the  eosts  of  aggression  or  eoereion  are  likely  to  be  severe. 
Global  Strike  eapabilities  eould  provide  options  to  rapidly  esealate  attaeks  on 
strategie  eenters  of  gravity  without  lengthy  preparatory  theater  operations. 

Contributions  to  Eneouraging  Adversary  Restraint:  The  ability  to  eonduet 
preemption  or  response  to  adversary  aggression/ eoereion  (without  relianee  on 
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large  scale,  forward  deployed  theater  forces)  could  have  important  impacts  on 
encouraging  adversary  restraint.  In  many  cases  where  the  adversary  is 
convinced  that  the  cost  of  aggression  or  coercion  will  be  a  response  using 
nuclear  Global  Strike,  other  considerations  tend  to  pale  in  comparison. 
However,  when  an  adversary  perceives  truly  severe  consequences  of  restraint, 
and  doubts  US  willingness  to  use  nuclear  weapons,  deterrence  could  fail 
despite  our  nuclear  capabilities.  Global  Strike  capabilities  may  not  be 
perceived  as  posing  the  same  kind  of  regime  destruction  threat  that  major 
theater  combat  operations  present.  Under  certain  circumstances,  this  could 
prove  critically  important  to  deterrence  success. 

Strategic  Communication 

Strategic  Communication  constitutes  focused  United  States  Government  (USG) 
efforts  to  understand  and  engage  key  audiences  in  order  to  create,  strengthen, 
or  preserve  conditions  favorable  for  the  advancement  of  USG  interests,  policies, 
and  objectives  through  the  use  of  coordinated  programs,  plans,  themes, 
messages,  and  products  synchronized  with  the  actions  of  all  elements  of 
national  power. 

For  effective  deterrence  operations  DOD  Strategic  Communication  efforts  must 
be  part  of  a  government-wide  approach  to  develop  and  implement  a  robust 
strategic  communication  capability.  DOD  must  support  and  participate  in 
USG  strategic  communication  activities  to  understand,  inform,  and  influence 
all  foreign  audiences  whose  perceptions  may  influence  our  deterrent  success. 
Such  activities  include  security  cooperation  and  integration,  military  forward 
presence,  and  stability  operations.  It  is  critical  that  the  intent  behind  these 
actions  be  made  clear  to  potential  adversaries  by  communicating  through 
words,  images,  actions  and  posture,  profile  and  positioning  of  military 
capabilities  and  forces.  This  is  supported  by  the  primary  communication 
supporting  capabilities  of  Public  Affairs  (PA)  and  Information  Operations  (10), 
including  Psychological  Operations  (PSYOP);  and  the  activities  of  Military 
Diplomacy  (MD)  and  Defense  Support  to  Public  Diplomacy  (DPSD). 

Information  Operations  coordinate  and  synchronize  the  employment  of  the  five 
core  capabilities  in  support  of  deterrence  operations. Five  supporting 
capabilities  (Information  Assurance,  physical  security,  physical  attack. 
Counterintelligence,  and  Combat  Camera)  and  three  related  capabilities  (PA, 
Civil-Military  Operations  (CMO),  and  DSPD)  also  contribute  to  the  achievement 
of  desired  deterrent  effects  on  adversary  decision-making. 20  Because  deterrence 


JP  3-13  page  I- 10. 

As  listed  in  JP  3-13,  pg  x.  There  may  be  host  nation  sensitivity  to  using  PSYOP  in  Phases  0 
and  1.  Deterrence  Operations  are  not  limited  to  Phase  0  and  Phase  1,  but  are  relevant  across 
all  phases  of  warfare  (to  include  intrawar  deterrence). 

20  JP  3-13  page  II- 1. 
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is  in  the  mind  of  the  adversary,  sueeessful  information  operations  must  reliably 
eommunieate  to  adversary  deeision-makers  the  messages  (eoordinated  with 
aetions)  neeessary  to  deter.  This  ineludes  the  ability  to  inform  adversaries 
explieitly  of  US  national  interests  and  intentions,  show  US  resolve, 
eommunieate  our  eonfidenee  in  our  ability  to  limit  damage  to  ourselves  and  our 
allies,  reveal  their  vulnerability  to  US  attaek  through  a  wide  range  of 
eapabilities,  provide  terms  and  eonditions  for  adversary  eomplianee,  and  affeet 
other  elites  or  eenters  of  power  to  influenee  adversary  deeision-makers  in  a 
variety  of  ways.  This  eommunieation  may  be  direet  or  indireet,  transmitted 
through  a  variety  of  sourees,  ineluding,  friends,  allies,  and  other  third  parties. 
Sueeessful  information  operations  must  leverage  the  full  range  of 
eommunieations  means  available  today  and  in  the  future,  and  allow  for  both 
one-  and  two-way  eommunieations  with  adversary  deeision-makers  at  a  variety 
of  levels.  Examples  inelude  television/ radio  broadeasts,  email,  text  messaging, 
voiee,  leaflet  drops,  and  other  direet  and  indireet  lines  and  means  of 
eommunieation  yet  to  be  developed.  Beeause  deterrenee  is  about  deeisively 
influeneing  adversary  deeision-making,  the  ability  to  effieiently  and  effeetively 
eommunieate  in  the  adversary’s  native  language  as  well  as  in  a  format  they  will 
reeeive,  aeeept  and  understand  is  imperative.  Therefore,  the  “how”  of 
eommunieation  is  just  as  vital  as  the  “what.”  Care  must  be  taken  to  determine 
and  leverage  delivery  methods  and  message  formats  the  intended  target  pays 
attention  to  and  trusts. 

The  operational  role  of  deterrenee  information  operations  foeuses  on 
psyehologieal  operations,  eyberspaee  warfare  operations,  deeeption,  and 
eleetronie  warfare  eapabilities  that  ean  affeet  adversary  morale  and  unit 
eohesion,  deeision-making,  lines  of  eommunieation  (LOCs),  logisties,  eommand 
and  eontrol  (C2),  and  other  key  adversary  funetions.  Simultaneously,  it  is 
essential  that  we  are  able  to  proteet  similar  friendly  eapabilities  and  aetivities 
through  advaneed  network  seeurity,  information  assuranee  and  OPSEC 
eapabilities.  Continued  advanees  in  these  direet  and  indireet  10  areas  will 
enhanee  deterrenee  signifieantly. 

Contributions  to  Denying  Benefits:  Information  operations  that  eommunieate 
US  and  allied/ eoalition  eapabilities  and  deny  an  adversary  the  benefits  of 
aggression  or  eoereion  ean  take  many  forms.  They  inelude  efforts  to  eonvinee 
adversary  deeision-makers  that  the  US  stake  in  a  erisis  or  eonfliet  is  high,  that 
the  US  ean  and  will  deploy  forees  eapable  of  denying  enemy  objeetives,  and 
publieizing  of  military  exereises  and  weapons  tests  that  demonstrate 
eapabilities  to  defeat  an  adversary  attaek.  Information  operations  sueh  as 
eyberspaee  warfare  also  undermine  adversary  deeision-makers’  eonfidenee  in 
their  ability  to  use  foree  to  their  advantage.  For  example,  network  defense 
eapabilities  that  eonvinee  sueh  adversaries  that  their  attaeks  on  US  eomputer- 
based  networks  will  likely  fail  eould  play  an  important  role  in  the  sueeess  of 
deterrenee  operations. 
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Contributions  to  Imposing  Costs:  Deterrence  information  operations  can 
favorably  influence  adversary  decision-makers’  perceptions  of  the  costs  they 
may  incur  in  a  wide  variety  of  ways.  For  example,  they  can  be  designed  to 
convince  such  adversaries  that  US  will  to  intervene  (and  resolve  to  persevere)  in 
the  face  of  escalation  is  high;  that  the  US  is  likely  to  escalate  its  war  aims  in 
response  to  certain  adversary  actions;  that  the  US  is  willing  to  use  nuclear 
weapons  under  certain  circumstances,  etc.  In  its  more  operational  form, 
computer  network  attack  and  electronic  warfare  capabilities  can  help  convince 
adversary  decision-makers  that  the  US  can  rapidly  suppress  air  defenses, 
disrupt,  deceive,  or  terminate  command  and  control,  disrupt  or  damage  vital 
production,  etc.  Finally,  computer  network  defense  capabilities  can  favorably 
influence  adversaries’  perception  of  US  willingness  to  impose  costs  by  US 
capabilities  to  defeat  asymmetric  attack. 

Contributions  to  Encouraging  Adversary  Restraint:  The  capability  to 

implement  an  integrated  strategic  information  strategy  is  essential  to  efforts  to 
alter  adversary  decision-makers’  perceptions  of  the  consequences  of  restraint. 
For  example,  convincing  adversary  decision-makers  that  there  is  an  acceptable 
outcome  available  if  they  choose  to  “be  deterred”  could  be  achieved  by  finding 
creative  means  of  offering  them  exile  in  a  third  country.  Alternatively,  means  of 
communicating  with  lower  level  decision-makers  of  interest  (such  as 
operational  commanders  in  charge  of  WMD  forces)  might  be  found  that  could 
convince  them  that  restraint  on  their  part  would  result  in  favorable  postwar 
treatment  by  the  US  and  its  allies. 

DETERRENCE  IMPLEMENTATION 

Implementation  of  the  ends,  ways  and  means  of  deterrence  operations  involves 
four  supporting  ideas  applied  during  deterrence  planning  and  execution.  The 
Four  supporting  ideas  address  challenges  associated  with  implementing  the 
Central  Idea  in  the  current  and  future  security  environment. 

1.  Tailoring  Deterrence  Operations  to  Specific  Adversaries  in  Specific  Strategic 
Contexts:  Exercising  decisive  influence  over  the  decision  calculations  of 

adversary  decision-makers  requires  an  understanding  of  their  unique  and 
distinct  identities,  values,  perceptions,  and  decision-making  processes,  and  of 
how  these  factors  are  likely  to  manifest  themselves  in  specific  strategic  contexts 
of  importance  to  the  US  and  its  allies.  Specific  state  and  non-state  adversaries 
thus  require  deterrence  strategies  and  operations  tailored  to  address  their 
unique  decision-making  attributes  and  characteristics  under  a  variety  of 
strategically  relevant  circumstances.  Such  tailored  deterrence  strategies  and 
operations  should  be  developed,  planned,  and  implemented  with  reference  to 
specific  deterrence  objectives  that  identify  who  we  seek  to  deter  from  taking 
what  action(s),  under  what  conditions  (i.e..  Deter  adversary  X  from  taking 
action  Y,  under  Z  circumstances). 
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2.  Dynamic  Deterrence  Assessment,  Planning,  and  Operations:  The  decision 
calculus  of  adversary  deeision-makers  is  dynamie;  shifting  over  time  with 
ehanges  in  adversary  pereeptions  of  the  situation  in  whieh  they  find 
themselves.  Thus,  a  statie  deterrenee  posture  risks  failure  beeause  an 
adversary’s  deeision  ealeulus  may  shift.  Tailored  deterrenee  plans  and 
operations  must  antieipate  sueh  shifts  and  adapt  to  them. 

3.  Deterring  Multiple  Deeision-Makers  at  Multiple  Levels:  The  DO  JOC  does 
not  assume  that  either  states  or  non-state  entities  are  unitary  aetors.  It 
reeognizes  that  there  may  be  multiple  deeision-makers  that  it  would  be 
benefieial  to  infiuenee  favorably,  and  that  those  deeision-makers  may  reside  at 
different  levels  of  an  adversary’s  organization.  JFCs  are  eneouraged  to  develop 
and  eonduet  deterrenee  operations  explieitly  designed  to  take  this  into  aeeount. 
In  doing  so,  it  is  important  to  eonsider  the  potential  effeets  on  one  level  of 
adversary  deeision-making  of  the  knowledge  that  we  are  seeking  to  affeet 
deeision-making  at  another  level. 

4.  Charaeterizing,  Redueing,  and  Managing  Uneertainty:  Beeause  the 
adversary’s  deeision-making  ealeulus  is  his  eenter  of  gravity,  an  inherent 
ehallenge  in  planning  and  implementing  deterrenee  operations  is 
eharaeterizing,  redueing,  and  managing  uneertainties  regarding  key  aspeets  of 
that  ealeulus.  Uneertainties  regarding  the  eontent  of  an  adversary’s  deeision 
ealeulations  ean  take  several  forms,  and  eaeh  form  requires  a  different 
eharaeterization,  reduetion  or  management  approaeh. 

A  balanee  must  be  struek  between  oversimplifying  an  adversary’s  deeision 
ealeulus  and  presuming  a  greater  understanding  of  an  adversary’s  ealeulus 
than  is  realistieally  aehievable.^i  A  eritieal  element  of  sueeessful  deterrenee 
operations  is  to  identify  and  manage  key  uneertainties.  Sueh  uneertainties  will 
always  exist,  and  US  deterrenee  operations  must  be  planned  and  eondueted  so 
as  to  take  these  inevitable  uneertainties  into  aeeount. ^2  Key  deterrenee 
uneertainties  take  three  forms. 

First  is  US  uneertainty  as  to  who  the  key  adversary  deeision-makers  are  and  by 
what  proeess  they  make  deeisions  relevant  to  our  deterrenee  objeetives.  While 
this  form  of  uneertainty  sometimes  pertains  to  state  aetors,  it  is  mueh  more 
prevalent  for  non-state  aetors.  Uneertainty  regarding  the  identities  of  key 
deeision-makers  ean  be  addressed  in  part  by  developing  a  more  general 
understanding  of  the  ideology,  objeetives,  and  pereeptions  of  a  nation’s  elites  or 


21  This  issue  is  of  particular  importance  in  analyzing  the  decision  making  of  non-state  actors 
where  even  the  organization  as  well  as  its  decision  processes  may  be  concealed. 

22  While  managing  these  uncertainties,  strategic  deterrence  operations  must  also  recognize  the 
role  Clausewitzian  “friction”  can  play  in  deterrence  failure.  Our  deterrence  efforts  must  seek  to 
so  decisively  influence  adversary  decision-making  that  these  frictional  effects  are  overcome. 
However,  friction  could  cause  deterrence  to  fail  despite  our  best  efforts,  necessitating  combat 
operations  to  protect /further  US  interests. 
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a  non-state  actor’s  leadership  cadre.  It  is  even  possible  to  develop  deterrence 
strategies  and  operations  designed  to  influence  the  decision-making  of 
unknown  terrorist  cell  members  with  such  an  approach.  Obviously,  however, 
deterrence  operations  based  on  less  detailed  information  regarding  the 
adversary’s  decision  calculus  will  be  less  effective.  But  that  does  not  mean 
such  operations  cannot  or  will  not  succeed. 

Second  is  UB  uncertainty  as  to  key  adversary  perceptions,  the  core  ingredient 
in  an  adversary’s  decision  calculus.  As  an  example,  before  the  9/11  attacks, 
how  did  the  A1  Qaeda  leadership  perceive  the  potential  costs  of  carrying  their 
terror  campaign  to  US  territory?  Such  perceptions  cannot  be  fully  known  with 
high  confidence.  The  extent  of  our  uncertainty  will  vary  significantly  across 
adversaries.  However,  considerable  insight  into  the  critical  content  of 
adversary  decision  calculations  can  be  developed  through  dedicated  analytical 
effort  and  intelligence  collection.  There  is  much  room  for  improvement  in  this 
area.  Our  planning  must  explicitly  recognize  that  it  is  critically  important  to 
determine  what  “we  know  we  don’t  know.”  We  may  be  unable  to  resolve  some 
key  uncertainties  regarding  adversary  perceptions,  but  still  be  able  to  develop 
deterrence  strategies  that  creatively  hedge  against  such  uncertainties,  and 
identify  deterrence  COAs  that  take  such  uncertainties  into  account.  In  some 
cases  it  may  be  possible  to  take  actions  that  serve  to  narrow  or  eliminate  the 
uncertainties  themselves  through  careful  observation  of  adversary  responses. 

Third  is  adversary  decision-makers’  uncertainty  regarding  their  own 
assessment  of  alternative  COA  outcomes.  For  example,  a  key  uncertainty 
influencing  Imperial  Japanese  calculations  (regarding  whether  to  attack  the 
United  States  in  1941)  was  how  the  US  would  respond  to  an  attack.  Again,  our 
strategic  deterrence  operations  must  be  developed  and  conducted  with  these 
adversary  uncertainties  in  mind,  increasing  or  reducing  them  as  our  deterrence 
strategy  (and  our  assessment  of  the  adversary’s  risk-taking  propensity) 
dictates. 

The  operationalization  of  this  JOC  further  requires  the  integration  of  deterrence 
into  military  planning.  What  follows  is  a  generic  description  of  the  functional 
steps  that  must  be  integrated  into  planning  processes  in  order  to  fully  address 
the  JOC's  central  idea  and  supporting  concepts. 

Step  1:  Specify  the  Deterrence  Obiective(s)  and  Strategic  Context 

Deterrence  operations  planning  and  execution  must  begin  with  a  clear  and 
concise  specification  of  who  we  seek  to  deter  (X),  from  taking  what  action  or 
actions  (Y),  under  what  conditions  (Z).  This  is  necessary  because  adversary 
decision-makers’  calculations  are  profoundly  COA  and  scenario  dependent  (i.e., 
the  content  of  a  national  leadership’s  decision  calculus  regarding  the  use  of 
chemical  weapons  at  the  outset  of  a  conflict  is  profoundly  different  from  the 
content  of  their  decision  calculus  regarding  the  use  of  nuclear  weapons  late  in 
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a  conflict  which  they  are  losing).  The  form  the  speeifieation  of  deterrenee 
objeetives  and  strategie  eontext  should  take  is  thus  “Deter  adversary  X  from 
taking  aetion  Y  under  eonditions  Z.”23  The  aetual  eontent  of  sueh 
speeifieations  of  objeetives  and  eontext  must  be  derived  from  national  level 
guidanee. 

Step  2:  Assess  the  Deeision  Caleulus  of  Adversary  Deeision-Makers 

A  prerequisite  for  planning  and  exeeuting  deterrenee  operations  is  a  rigorous 
assessment  of  the  eontent  of  their  deeision  ealeulus  of  adversary  deeision- 
makers  and  the  proeesses  by  whieh  they  make  and  exeeute  deeisions.  This 
assessment  should,  at  a  minimum,  address  three  aspeets  of  the  deterrenee 
operations  problem.  First,  it  should  develop  an  in-depth  understanding  of  all 
faetors  that  influenee  how  adversary  deeision-makers  pereeive  the  benefits, 
eosts,  and  eonsequenees  of  restraint  assoeiated  with  the  US  deterrenee 
objeetives  and  strategie  eontext.  Seeond,  it  should  develop  a  detailed 
understanding  of  both  how  adversary  deeision-makers  pereeive  the  relevant 
benefits,  eosts,  and  eonsequenees  of  restraint,  and  why  they  pereeive  them  as 
they  do.  This  should  identify  to  the  extent  possible  eritieal  faetors  (ineluding 
other  state  and  non-state  aetors)  that  influenee  these  adversary  pereeptions. 
Finally,  the  assessment  should  identify  and  eharaeterize  key  uneertainties 
regarding  the  adversary  deeision-makers’  pereeptions  of  their  deeision 
ealeulus.  If  neeessary,  the  impaet  of  alternative  sehools  of  thought  regarding 
these  key  uneertainties  on  the  adversary  deeision-makers’  ealeulus  should  be 
assessed  as  well.  Finally,  resolving  key  uneertainties  should  be  highlighted  as 
high  priority  intelligenee  requirements. 

Step  3:  Identify  Desired  Deterrenee  Effeets  on  Adversary  Deeision  Caleulus 

Based  on  the  deeision  ealeulus  assessment  eondueted  in  Step  2,  planners 
must  determine  what  variables  in  the  adversary  deeision-makers’  ealeulus 
would  be  most  benefieial  to  influenee.  Take,  for  example,  US  deterrenee 
operations  aimed  at  deterring  adversary  esealation  in  the  eontext  of  a  theater 
eampaign  in  whieh  US  objeetives  are  limited.  US  planners  might  eonelude  that 
the  highest  leverage  deterrenee  effeets  vis-a-vis  a  speeifie  adversary  would  be  to 
inerease  the  adversary’s  pereeived  probability  of  the  US  pursuing  regime 
ehange,  if  they  take  the  esealatory  aetion  we  seek  to  deter,  while 
simultaneously  mitigating  the  pereeived  probability  of  US-imposed  regime 
ehange,  if  the  adversary  ehooses  to  exereise  eontinued  restraint.  Note  that  this 
step  does  not  address  how  to  aehieve  sueh  effeets.  Rather,  it  is  foeused  solely 
on  identifying  a  eombination  of  effeets  on  the  adversary  deeision-makers’ 
ealeulations  that  will  signifieantly  enhanee  deterrenee.  To  the  extent  possible. 


23  Critical  to  the  evaluation  is  identifying  those  others  who  have  a  stake  in  the  outcome  or 
course  of  action.  Mastering  this  will  permit  leveraging  potential  third-party  contributions  and 
minimizing  risks  for  conflict  with  competing  objectives. 
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potential  measures  of  effeetiveness  should  be  developed  for  the  desired 
deterrenee  effeets  as  well. 

Step  4:  Develop  and  Assess  Tailored  COAs  Designed  to  Aehieve  Desired 
Deterrenee  Effeets 


Utilizing  the  set  of  desired  deterrenee  effeets  identified  in  Step  3,  planners  next 
identify  US  (and  possibly  allied)  COAs  to  deeisively  infiuenee  adversary 
deeision-making.  Sueh  COAs  eonsist  of  sets  of  aetions  that  will,  in  the  minds 
of  the  adversary,  deny  them  the  benefits  they  seek,  impose  eosts  they  fear,  and 
eneourage  adversary  restraint  by  presenting  them  with  an  aeeeptable 
alternative  outeome.  The  development  of  deterrenee  COAs  must  inelude  a 
rigorous  assessment  of  their  potential  impaet  aeross  the  subjeet  adversary’s 
deeision  ealeulus,  as  well  as  on  other  potential  adversaries’  ealeulations  now 
and  in  the  future.  Inevitably,  US  deterrent  aetions  that  are  outside  the  purview 
of  the  Department  of  Defense  will  be  identified.  Sueh  aetions,  and  the  analysis 
supporting  their  potential  deterrenee  impaet,  should  be  brought  to  the 
attention  of  senior  DOD  offieials  for  possible  eonsideration  in  the  interageney 
proeess. 

Step  5:  Exeeute  Deterrenee  COAs  and  Monitor  and  Assess  Adversary 
Responses 

Deterrenee  operations  are  not  only  erisis  and  eonfiiet  operations.  They  are  also 
eontinuously  eondueted,  day-to-day  aetivities  designed  to  deeisively  infiuenee 
adversary  deeision-making  in  peaeetime,  and  in  erisis  and  war.  Regardless  of 
whether  speeifie  deterrenee  COAs  are  implemented  in  “Phase  Zero,”  erisis,  or 
war  provision  should  be  made  to  monitor  adversary  responses  to  those  COAs, 
with  emphasis  plaeed  on  evaluating  the  measures  of  effeetiveness  developed  in 
Step  3.  This  monitoring  and  assessment  is  likely  to  generate  new  intelligenee 
requirements  as  well.  The  results  of  the  effeetiveness  assessment  should  be 
rolled  baek  into  the  deeision  ealeulus  assessment  eondueted  in  Step  2.  This 
may  result  in  a  reassessment  if  neeessary,  and  begin  a  new  round  of  the 
deterrenee  operations  planning  and  exeeution  proeess. 

RISKS  and  MITIGATION 

The  following  risks  eould  invalidate  or  undermine  the  effeetiveness  of  this 
eoneept.  Eaeh  is  followed  by  proposed  means  of  mitigating  the  respeetive  risk. 
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Risk:  Uncertainties  regarding  the  nature  and  eontent  of  adversary 

values,  pereeptions,  and  deeision-making  proeesses  eould  prevent  us 
from  developing  a  suffieiently  aeeurate  and  detailed  understanding  of 
adversary  deeision  ealeulations  to  support  effeetive  deterrenee  strategy 
and  plan  development  and  exeeution. 

o  Means  of  Mitigation:  Conduet  deterrenee  analysis  that  identifies 
eritieal  uneertainties  regarding  an  adversary's  deeision-making, 
thus  aiding  in  the  improvement  of  intelligenee  eolleetion  and 
analysis  that  may  narrow  or  eliminate  sueh  uneertainties  in  the 
eourse  of  ongoing  deterrenee  operations.  Develop  "hedging 
strategies"  that  take  sueh  eritieal  uneertainties  into  aeeount,  and 
foeus  deterrenee  operations  on  those  aspeets  of  an  adversary's 
deeision  ealeulus  that  we  do  understand  with  eonfidenee.  In  some 
instanees  sueh  uneertainties  may  result  in  a  finding  that  a 
deterrenee  strategy  is  insuffieiently  reliable  to  pursue  with 
eonfidenee,  and  that  other  approaehes  to  the  threat  are  required 
(e.g.,  preemption,  defense,  ete.). 

Risk:  The  US  eould  unintentionally  “mirror  image”  eertain  aspeets  of  an 
adversary’s  deeision  ealeulations,  despite  the  faet  that  the  Deterrenee 
Operations  JOC  is  explieitly  designed  to  foeus  our  deterrenee  operations 
on  diseerning  and  infiueneing  key  adversary  pereeptions. 

o  Means  of  Mitigation:  Require  analysts  and  planners  to  make 
explieit  their  assumptions  and  logie  in  both  assessing  adversary 
pereeptions  and  developing  plans  to  affeet  them.  Inelude  analysis 
of  post-deterrenee  operations  exeeution  that  tests  underlying 
assumptions  and  results  in  revision  of  deterrenee  analysis  and 
planning  as  neeessary. 

Risk:  The  US  eould  misealeulate  an  adversary’s  reaetion  to  our  polieies 
and  aetions. 

o  Means  of  Mitigation:  Assess  the  potential  impaets  of  proposed 
deterrenee  operations,  and  of  other  proposed  relevant  US  aetions, 
on  an  adversary's  deeision  ealeulus.  Assess  the  impaets  of 
exeeuted  deterrenee  operations  on  an  adversary's  pereeptions 
relevant  to  deterrenee,  with  an  emphasis  on  deteeting 
unantieipated  effeets.  Ensure  that  deterrenee  operations  do  not 
seriously  eompromise  the  ability  of  US  or  eoalition  forees  to  proteet 
our  interests  in  the  event  of  an  unantieipated  adversary  response. 


Risk:  US  deterrenee  efforts  foeused  on  one  potential  adversary  may  have 
undesired  and  unforeseen  seeond  and  third  order  effeets  on  our 


assurance,  dissuasion,  and  deterrence  efforts  focused  on  other  actors. 
For  example,  third  parties  (both  state  and  non-state)  could  learn  lessons 
from  US  deterrence  efforts  focused  on  others,  and  attempt  to  develop 
strategies  to  avoid  being  deterred  themselves. 

o  Means  of  Mitigation:  Assess  the  potential  impacts  of  proposed 
deterrence  operations  vis-a-vis  one  adversary  on  the  perceptions  of 
other  actors.  Take  such  potential  impacts  into  account  in 
planning  and  conducting  deterrence  operations,  shaping  such 
operations  to  mitigate  or  take  advantage  of  such  second  and  third 
order  effects. 

•  Risk:  The  US  may  lack  critical  capabilities  required  to  effectively 
influence  a  specific  adversary’s  decision  calculations  under  certain 
conditions.  Because  the  perceptions  and  capabilities  of  potential 
adversaries  vary,  the  means  required  to  influence  them  may  vary 
significantly. 

o  Means  of  Mitigation:  Incorporate  the  identification  of  new 

deterrence  capability  requirements  into  the  deterrence  operations 
planning  process  and  provide  such  requirements  as  inputs  to  the 
Joint  Capabilities  Integration  and  Development  System  (JCIDS). 
Identify  allied  or  coalition  capabilities  that  can  fill  gaps  in 
American  capabilities  to  influence  specific  adversary  calculations. 
Recognize  capability-derived  limitations  on  US  deterrence 
operations  vis-a-vis  certain  adversary's  under  certain  conditions, 
and  hedge  against  those  limitations  in  devising  deterrence 
strategies. 

•  Risk:  Deterrence  effectiveness  is  critically  dependent  on  adversary 
perceptions  of  US  national  will  and  political  resolve.  Events, 
circumstances,  or  decisions  outside  the  purview  of  the  Department  of 
Defense  that  negatively  influence  such  perceptions  could  undermine  the 
effectiveness  of  deterrence  operations  being  conducted  in  accordance 
with  this  joint  operating  concept. 

o  Means  of  Mitigation:  Identify  specific  conditions  and  US  actions 
(or  inaction)  that  may  deleteriously  affect  specific  deterrence 
strategies  and  operations,  and  make  senior  level  decision-makers 
aware  of  them  so  they  can  be  addressed  through  interagency 
planning  processes. 

•  Risk:  The  US  military  may  not  have  sufficient  capability  to  deter,  thus  a 
strategy  that  primarily  relies  upon  military  means  or  is  not  sufficiently 
integrated  with  other  elements  of  national  power  risks  failure. 
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o  Means  of  Mitigation:  Incorporate  into  the  deterrence  operations 
planning  and  execution  process  analysis  that  addresses  the  roles 
of  all  elements  of  national  power  in  deterrence  success,  and 
incorporate  them  in  US  deterrence  strategy  as  appropriate. 

Risk:  The  US  may  be  unable  to  determine  what  specific  deterrence 
actions  successfully  deterred  an  adversary  from  taking  a  specific  course 
of  action,  or  even  whether  adversary  restraint  indicated  deterrence 
success.  This  could  hamper  efforts  to  learn  from  past  successes,  or  lead 
to  false  confidence  in  certain  past  deterrence  actions  or  approaches. 

o  Means  of  Mitigation:  Develop  to  the  extent  feasible  specific 
deterrence-related  measures  of  effectiveness  (MOEs),  and  monitor 
the  impacts  of  ongoing  deterrence  operations  in  accordance  with 
these  MOEs.  Identify  and  test  our  assumptions  regarding  past 
deterrence  successes. 

Risk:  An  adversary’s  deterrence  calculations  are  dynamic,  changing  over 
time  as  the  strategic  context  and  operational  situation  changes.  The  US 
may  fail  to  anticipate  or  detect  significant  shifts  in  an  adversary’s 
decision  calculus,  and  in  turn  fail  to  adjust  our  deterrence  strategy  and 
actions  to  counter  such  a  shift,  thus  potentially  resulting  in  deterrence 
failure. 

o  Means  of  Mitigation:  Analyze  the  potential  impacts  on  an 

adversary's  deterrence  calculations  of  both  planned  and 
unplanned  changes  in  the  strategic  context  and  operational 
situation.  Focus  such  analysis  on  identifying  those  points  in  a 
crisis  or  conflict  at  which  significant  shifts  in  an  adversary's 
decision  calculus  can  be  expected.  Plan  and  conduct  multi-phase 
deterrence  operations  designed  to  influence  the  potential  shifts  in 
the  adversary's  calculations  at  points  in  the  future. 

Risk:  An  adversary’s  perceptions  of  the  nature  of  US  military 

capabilities,  and  the  impacts  of  US  military  operations,  may  make  the 
communication  of  deterrence  messages  difficult  or  impossible  in  severe 
crisis  or  conflict  as  adversary  leadership  seeks  to  protect  itself  from 
detection  and  attack.  These  factors  may  severely  limit  our  ability  to 
apply  the  joint  operating  concept  effectively  and  make  effective  pre-crisis 
deterrence  operations  more  important. 

o  Means  of  Mitigation:  Identify  those  situations  in  which  this  risk 
may  manifest  itself.  Take  this  risk  into  account  when  planning 
defend/ defeat  operations.  Develop  means  of  continued 


communication  with  potential  adversaries  that  pose  little  or  no  risk 
to  adversary  leaderships  in  erisis  or  eonfliet.  Emphasize  Phase  0 
deterrenee  operations  against  adversary's  for  whom  this  is  a 
signifieant  risk. 

DETERRENCE  ASSESSMENT 

The  foeus  of  the  DO  JOC  is  ultimately  on  influeneing  adversary  deeision- 
making,  an  aetivity  that  is  inherently  diffieult  to  aeeomplish,  as  well  as  analyze 
and  measure.  While  other  kinds  of  military  aetivity  deal  largely  with  the 
applieation  of  eapabilities  that  are  quantifiable  to  aehieve  effeets  that  are 
measurable,  sueeess  in  deterrent  aetivities  is  often  indieated  by  the  absenee  of 
a  measurable  event.  Furthermore,  assigning  a  eause  and  effeet  relationship 
between  our  deterrent  aetions  and  the  hoped-for  outeome  of  “no  event”  is 
problematie  at  best. 

Beeause  the  inner  workings  of  an  adversary’s  mind  are  not  readily  amenable  to 
external  measurement,  analysts  must  develop  innovative  methods  to 
objeetively  assess  strategie  deterrenee  operations.  These  methods  must 
address  the  diffieulties  of  gauging  human  intention  and  pereeption,  and 
measuring  the  degree  of  infiuenee  required  or  aehieved.  Deterrenee  aetivities 
oeeur  and  interaet  at  all  levels:  strategie,  operational  and  taetieal.  For 
example,  taetieal  aetions  may  have  strategie  impaets,  and  viee-versa. 
Deterrenee  aetions  taken  against  one  adversary  will  not  only  be  pereeived 
differently  by  other  adversaries,  they  may  even  be  pereeived  differently  by  the 
targeted  adversary  under  different  eireumstanees. 

The  eentral  idea  of  the  Deterrenee  Operations  JOC  provides  an  objeetive 
framework  with  whieh  to  assess  an  inherently  subjeetive  eireumstanee  (the 
adversary’s  deeision-making  proeess).  For  a  speeifie  deterrenee  objeetive  (e.g.. 
Deter  aetor  X  from  aetion  Y  in  situation  Z),  developing  deterrent  aetions  and 
determining  the  effeetiveness  of  those  aetions  generally  requires  three  broad 
analytie  steps: 

•  Develop  an  in-depth  understanding  of  adversaries’  deeision  ealeulations. 

•  Develop  and  assess  tailored,  adversary- speeifie  deterrent  COAs. 

•  Implement  and  monitor  the  impaets  of  tailored  deterrent  COAs. 

Operationalization  of  this  JOC  requires  a  rigorous  deterrenee  assessment 
eapability  that  meets  these  tough  analytieal  ehallenges.  Beeause  it  is  virtually 
impossible  to  identify  with  eonfidenee  the  “threshold  values”  of  key  variables 
(i.e.,  the  net  valuation  of  pereeived  benefits,  eosts,  and  eonsequenees  of 
restraint)  at  whieh  deterrenee  will  fail,  the  required  deterrenee  assessment 
need  not  (and  should  not)  seek  to  prediet  an  adversary’s  behavior.  Instead,  the 
required  deterrenee  assessment  should  strive  to  identify  the  most  promising 
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means  by  which  an  adversary’s  decision  calculus  is  moved  toward  deterrence 
and  away  from  coercive  action  or  attack.  In  addition  to  this  expected  main 
effect,  such  assessments  should  account  for  2^^^  and  3*''^  order  effects,  including 
impacts  on  other  deterrence  objectives  with  the  same  adversary,  and  impacts 
on  neighboring,  regional,  and  global  actors. 

Depending  on  the  analytic  requirements,  each  of  these  steps  may  involve 
multiple  sub-steps.  This  analytic  process  should  be  repeated  for  different 
deterrence  objectives  to  build  a  deterrence  effectiveness  portfolio  that  facilitates 
identification  and  prioritization  of  high-leverage  deterrence  capabilities, 
attributes,  and  operations. 

Deterrence  assessment  includes  integrating  recommended  COAs  into  plans 
and  monitoring  the  execution  of  those  plans.  This  applies  both  to  day-to-day 
(Phase  0)  deterrence  operations  as  well  as  operations  undertaken  in  response 
to  crisis.  The  monitoring  of  adversary  reaction  to  deterrent  actions  feeds  back 
into  future  assessments. 

Metrics  for  Deterrence  Assessment 

Innovative  metrics  are  needed  to  both  evaluate  and  improve  this  deterrence 
concept  and  conduct  the  deterrence  assessments  outlined  above.  While  a 
detailed  list  of  specific  measures  can  only  be  built  for  a  specific  adversary 
regarding  a  specific  deterrence  objective,  deterrence  metrics  are  generally 
required  to: 

•  Assess  alternative  deterrence  strategies,  postures,  and  courses  of  action. 

o  Identify  and  measure  variables  of  importance  to  adversary’s 
decision  calculus. 

o  Measure  the  expected  impact  of  particular  deterrent  COAs  on 
adversary  decision  calculus. 

o  Measure  expected  2^^^  and  3*''^  order  impacts  of  deterrent  COA 
packages. 

o  Measure  impact  of  deterrent  actions  (cost/ benefit)  on  the  US  and 
its  allies. 

•  Assess  effectiveness  of  deterrent  actions  during  and  after  execution 
(diagnostic  feedback  for  plan  and  system  improvement). 

o  Measure  adversary  response  to  deterrent  actions. 

o  Measure  expected  and  unexpected  2^^^  and  3’"'^  order  impacts. 

o  Measure  uncertainty  and  update  risk  management  plan. 

•  Assess  effectiveness  of  existing  deterrent  capabilities. 
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o  Measure  trends  over  time, 
o  Identify  and  measure  eapability  gaps, 
o  Identify  intelligenee  shortfalls. 

Deterrence  Experimentation 

Experimentation  serves  several  important  roles  in  deterrenee  aetivities, 
ineluding  to:  exereise  and  improve  the  eoneept;  develop  and  refine  deterrenee 
seenarios;  vet  deterrenee  assessments;  help  determine  and  measure  2^^^  and  3'"'^ 
order  effeets  (ineluding  interaetions  aeross  aetors  and  regions);  and  help 
eharaeterize  and  manage  uneertainty.  These  roles  will  eontinue  to  be  filled  by 
experimentation  (as  opposed  to  strietly  simulation  or  empirieal  means)  for  some 
time  beeause  of  the  eomplex  and  human-natured  aspeets  of  the  problem. 
Although  eaeh  event  will  eertainly  differ  in  eontent,  experiments  to  support 
deterrenee  assessment  have  several  eommon  general  eharaeteristies: 

•  Deterrenee  objeetives  may  be  assessed  in  experiments  foeused  solely  on 
deterrenee  or  may  be  ineluded  as  an  initiative  within  a  broader 
experimentation  venue;  however,  deterrenee  experimentation  initiatives 
must  be  allowed  to  sueeeed  or  fail  on  their  own  merits  (without  a 
predetermined  road  to  war)  in  order  to  effeetively  assess  the  deterrenee 
objeetives. 

•  Deterrenee  experiments  will  use  a  real-world  adversary  and  therefore  be 
eondueted  in  a  elassified  environment. 

•  Deterrenee  experiments  will  involve  different  sets  of  players  from 
traditional  warfighting  experiments.  Partieipants  on  the  Blue  side  will 
usually  inelude  signifieant  interageney  and  think-tank  partieipation, 
while  the  Red  team  will  inelude  human  faetors  analysts  and  aeademie 
experts.  Partieipants  should  also  inelude  allies  and  other  eoalition 
partners  when  appropriate. 

•  Experiments  that  foeus  solely  on  deterrenee  are  typieally  small  events 
that  oeeur  frequently  and  build  on  previous  experimentation  results. 

Of  the  three  broad  analytie  steps  presented  above  (understand  the  adversary’s 
deeision  ealeulus;  develop  and  assess  deterrent  COAs;  and  implement  and 
monitor  deterrent  COAs),  only  the  first  step  ean  largely  be  validated  outside  of 
experimentation  (through  interaetion  with  the  intelligenee  eommunity). 
Deterrenee  experimentation  will  direetly  support  validation  of  the  seeond  and 
third  steps.  The  interaetion  of  expert  human  partieipants  is  partieularly  well 
suited  to  understanding  deterrent  COAs  and  measuring  their  impaet  on  an 
adversary’s  deeision  ealeulus. 
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strategic  Deterrence  Assessment  Lab 


Effective  implementation  of  this  approach  to  assessment,  metrics  and 
experimentation  requires  a  dedicated,  long-term  assessment  capability. 
Individual  assessments  generally  take  weeks  to  months  to  perform  and  the 
expertise  to  conduct  such  assessments  is  only  developed  over  years  of 
application.  The  recent  establishment  of  a  “Strategic  Deterrence  Assessment 
Lab”  (SDAL)  at  USSTRATCOM  serves  to  focus  DOD  deterrence  activities  and 
create  a  national  asset  for  strategic  deterrence  effectiveness  assessment. 

The  SDAL’s  mission  is  to  develop  and  assess  US  deterrent,  dissuasive,  and 
assurant  actions  in  support  of  DOD  policy  and  combatant  command  plans  and 
operations.  Although  a  DOD  asset,  the  SDAL  addresses  all  elements  of 
national  power  (diplomatic,  information,  military,  economic),  as  well  as  the  full 
range  of  military  operations.  In  these  activities,  the  SDAL  supports  deterrence 
concept  development,  deterrence  experimentation,  and  both  deliberate  and 
crisis  action  planning. 
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SUMMARY  AND  CHALLENGES 


The  dawn  of  the  21®'^  Century  presents  multiple,  diverse  and  diffieult  strategie 
deterrenee  ehallenges  for  the  United  States.  Some  observers  eontend  these 
ehallenges  are  so  diffieult  that  they  put  in  question  the  relevanee  of  deterrenee 
to  our  seeurity  poliey  and  posture.  The  teehniques  of  deterrenee  are  not 
obsolete,  however.  Deterrenee  will  eontinue  to  be  a  eritieal  element  of  an 
overarehing  Ameriean  national  seeurity  strategy— a  first  (but  by  no  means  last) 
line  of  defense  against  adversaries  that  threaten  our  vital  interests  or  our 
national  survival. 

Our  national  approaeh  to  deterrenee,  ineluding  this  DOD  eoneept  for 
eondueting  deterrenee  operations,  must  adapt  to  meet  the  ehanges  of  the  21st 
Century.  As  highlighted  in  this  doeument,  sueh  adaptation  will  (in  some 
instanees)  require  new  or  enhaneed  eapabilities.  Our  understanding  of  how 
deterrenee  works  must  undoubtedly  mature  beyond  our  previous  eoneepts. 

Deterrenee  is  ultimately  in  the  eye  of  the  beholder:  the  adversary  deeision- 
maker.  Adversaries’  pereeptions  are  the  foeus  of  all  our  deterrenee  efforts.  As 
a  result,  effeetive  deterrenee  involves  far  more  than  just  DOD  eapabilities, 
operations,  and  aetivities.  Rather,  it  demands  a  national  level  effort  involving 
extensive  interageney  (and  in  some  eases,  intra-allianee)  integration  and 
eoordination.  Our  future  deterrenee  sueeess  will  be  a  funetion  of  how  well  we 
bring  all  our  eapabilities  and  resourees  to  bear  to  aehieve  deeisive  influenee 
over  adversary  deeision-making.  This  Deterrenee  Operations  Joint  Operating 
Coneept  offers  a  deseription  of  the  DOD  role  in  aehieving  this. 

In  summary,  this  joint  operating  eoneept  outlines  a  new  approaeh  to 
understanding  the  ways  and  means  neeessary  to  aehieve  the  end  of  deterrenee. 
It  foeuses  deterrenee  on  the  adversary’s  deeision  ealeulus  and  deseribes  how 
adversary  deeision-making  ean  be  deeisively  influeneed  through  denying 
benefits,  imposing  eosts,  and  eneouraging  adversary  restraint.  Further,  the 
JOC  identifies  a  set  of  eapabilities  and  assoeiated  attributes  required  to  aehieve 
sueh  deeisive  influenee.  Finally  it  proposes  a  means  of  evaluating  the 
effeetiveness  of  alternative  deterrenee  options,  making  future  experimentation 
and  further  eoneept  development  possible.  The  DO  JOC  Version  2.0  is  an 
important  step  in  improving  our  understanding  of  deterrenee  as  applied  to  the 
seeurity  ehallenges  of  the  2 1  st  Century. 
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Appendix  A:  Illustrative  Deterrence  Example  for  State /Rogue  State  Actor 

The  following  illustrative  example  explores  deterrenee  ehallenges  the  JFC  must 
eonsider  in  the  timeframe  eovered  by  this  JOC  (present-day  to  2025).  The 
unpreeedented  degree  of  global  joint  foree  eollaboration  required  shows  why  no 
single  regional  or  funetional  eommander  ean  approaeh  deterrenee  aetions 
independently.  Deterrenee  must  be  integrated  aeross  regions,  organizations,  DOD 
aetivities,  and  be  eonsidered  in  the  eontext  of  other  key  defense  aetivities  and 
instruments  of  national  power. 

The  seenario  starts  with  deteetion  of  a  terrorist  eonversation  (Adversary  X) 
diseussing  plans  to  rapidly  proeure  a  portfolio  of  eapabilities  (eomputer  network 
attaek,  WMD,  ballistie  and  eruise  missiles)  aimed  at  inflieting  mass  easualties  and 
eeonomie  disruption  within  US  borders.  The  eonversation  is  traeed  to  one  speeifie 
eountry  in  a  regional  eombatant  eommander’s  area  of  responsibility  (AOR)  (AOR 
[A]).  In  another  eountry/ AOR  (B),  apparently  unrelated  aetivities  by  rogue  nation¬ 
state  aetors  (Adversary  Y)  to  sell  highly-prized  eapabilities/ weapon(s)  are  deteeted 
by  human  intelligenee  sourees  and  eorroborated  by  persistent  surveillanee 
(national  teehnieal  means).  Effeetive  global  situational  awareness  (speeifieally  in 
this  ease,  automated  database  mining  eondueted  against  standing  requests  for 
information)  allows  these  events  to  be  identified  and  eorrelated.  Combatant 
eommanders,  in  eonjunetion  with  the  Joint  Staff,  defense  ageneies,  and  other 
essential  federal  organizations  eollaboratively  determine  the  next  sequenee  of 
required  events.  This  ineludes  deeisions  on  what,  if  any,  additional  global  ISR 
assets,  eapabilities,  or  legal  authorization  is  needed  to  develop  a  better 
understanding  of  this  possible  threat.  Deeision-support  tools  and  eommon 
operating  pietures  ineorporating  deterrenee  intelligenee  enhanee  the  eommander’s 
battlespaee  awareness,  highlight  “possible  emerging”  erises  early,  and 
show/prediet  interrelationships  with  not  only  potential  adversaries,  but  also  allies 
and  non-eommitted  aetors. 

Information  from  additional  sourees  is  reeeived  [that  by  itself,  due  to  sourees  and 
eolleetion  methods,  would  not  stand  alone]  indieating  that  efforts  to  lease  a  eargo 
ship  through  a  third  party,  in  a  third  AOR(C),  are  in  progress.  The  individuals 
involved  are  using  aliases  and  aeeounts  linked  to  known  terrorist  profiles 
operating  in  AORs  A  and  B.  Similarly,  federal  homeland  seeurity  ageneies  add  yet 
another  seemingly  unrelated  pieee  to  the  puzzle  that  provides  indieations  and 
warning  of  a  larger  plan  to  attaek  eritieal  infrastrueture  installations  in  the  US 
and  Canada.  These  attaeks  are  reeognized  by  the  US  as  an  opening  prelude  to 
Country  Y’s  planned  invasion  of  its  neighbor  (a  US  ally)  with  the  intent  of 
undermining  US  national  resolve  and  diverting  attention/ resourees  towards  the 
US  homeland.  Speeifie  attaeks  planned  by  Adversary  X  inelude  a  biologieal 
weapon  attaek  on  a  major  US  metropolitan  area,  a  radiologieal  attaek  on  a  major 
US  seaport  serving  both  eommereial  and  military  traffie,  and  a  eomputer  network 
attaek  aimed  at  the  main  satellite  and  fiber-optie  teleeommunieations  links 
eonneeting  the  US  to  overseas  finaneial  markets. 
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Adversary  Y  attempts  to  eovertly  move  air,  land,  and  sea  forees  towards  the  border 
of  the  US  ally.  US  and  allied  persistent,  intrusive  ISR  assets  monitor  these 
movements.  Adversary  Y  is  equipped  with  WMD  and  possesses  both  short-range 
delivery  systems  as  well  as  a  handful  of  long-range  missiles  eapable  of  reaehing 
the  US  homeland.  Adversary  Y  also  operates  a  single  optieal  remote  sensing 
satellite  that  also  provides  meteorologieal  data  to  third-party  users  when 
overflying  their  respeetive  eountries. 

At  this  time  enough  eredible  information  is  available  that  the  CJCS  informs  senior 
national  leadership  on  this  emerging  threat.  All  relevant  elements  of  the  joint 
foree  have  already  been  alerted  through  robust  eollaborative  networks.  Effeetive 
interageney  eooperation  allows  a  range  of  options  involving  all  instruments  of 
national  power  to  be  presented  to  the  President  during  initial  strategy  formulation. 
Sinee  the  pereeived  military  threat  involves  3-4  AORs  and  4-5  different 
ageneies/departments,  the  SeeDef  tasks  a  single  eombatant  eommander  to  rapidly 
integrate  and  eoordinate  DOD  global  efforts  supporting  deterrenee.  The  resulting 
COAs  are  presented  to  the  SeeDef  by  CJCS  and  integrated  with  other  federal 
ageney  efforts  to  develop  a  range  of  erisis  responses  for  the  President.  Aboard  Air 
Foree  One,  the  President  assembles  (via  seeure  video  teleeonfereneing)  the  SeeDef, 
CJCS  and  eombatant  eommanders.  The  President  seleets  deterrenee  COAs  and 
direets  their  exeeution  by  the  integrating  eombatant  eommander  and  supporting 
eommanders.  Deterrenee  efforts  are  also  integrated  with  DOD  homeland  defense 
and  emergeney  preparedness  aetivities  as  well  as  preparations  for  possible  major 
eombat  operations  in  defense  of  the  threatened  ally. 

Deterrenee  aetivities  must  be  aimed  at  the  deeision  ealeulus  of  both  Adversary  X 
and  Adversary  Y.  The  efforts  aim  to  deter  the  following  adversary  COAs: 

>  Adversary  X  use  of  WMD  against  the  US  homeland 

>  Adversary  Y  attaek  against  our  regional  ally 

>  Adversary  Y  use  of  WMD  on  the  theater  battlefield 

>  Adversary  Y  use  of  WMD  against  the  US  homeland 

>  Continued  sanetuary/  support  of  Adversary  X  within  Country  A 

Potential  military  deterrenee  aetions  by  the  US  eould  inelude: 

>  Moving  theater  ballistie  missile  defenses  to  proteet  our  ally  from  Adversary  Y 
(denying  benefits) 

>  Inereasing  the  level  of  persistent,  intrusive  ISR  visible  to  Adversary  Y  deeision- 
makers  to  improve  our  ability  to  respond  to  aggression  and  demonstrate 
awareness  of  ongoing  adversary  aetions  (denying  benefits) 

>  Inerease  publie  visibility  of  US  deelaratory  poliey  regarding  US  responses  to  the 
use  of  WMD  against  the  US  or  its  allies,  to  inelude  the  potential  use  of  all  of 
our  options,  (denying  benefits  and  imposing  eosts) 
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>  Alerting  in-theater  US  forees  and  preparing  for  embarkation,  deployment,  and 
arrival  of  additional  expeditionary  US  forees  (denying  benefits  and  imposing 
eosts) 

>  Condueting  kinetie  and/or  non-kinetie  Global  Strike  on  transshipment 
aetivities  assoeiated  with  Adversary  X  efforts  to  assemble  and  mate  WMD  and 
assoeiated  delivery  means  (denying  benefits) 

>  Denying  (but  not  degrading)  Adversary  Y’s  satellite  with  a  laser  dazzler  so  it 
eannot  be  used  to  monitor  US  foree  deployments  in  support  of  the  regional  ally, 
yet  still  be  available  for  legitimate  third-party  peaeeful  purposes  (denying 
benefits) 

>  Conduet  robust  information  operations  against  Adversary  Y  military  personnel 
responsible  for  WMD  use,  eonvineing  them  not  to  follow  WMD  employment 
orders  (Eneouraging  adversary  restraint) 

>  Conduet  demonstration  of  long-range  preeision  Global  Strike  eapabilities  as  a 
reminder  of  the  joint  foree  eapability  to  eredibly  threaten  adversary  deeision- 
makers  with  destruetion  or  to  preempt  fielded  WMD  delivery  systems  (imposing 
eosts/ den5dng  benefits) 

>  In  eoordination  with  the  other  instruments  of  national  power,  eonduet 
information  operations  to  deter  the  WMD  arms  sale  or  ship  leasing,  (denying 
benefits) 

>  Conduet  CYBERSPACE  WARFARE  to  sabotage  [e.g.,  diseredit  finaneial  data] 
systems  assoeiated  with  Adversary  X’s  WMD  aequisition  aetivities  and 
undermine  their  support  relationships  with  other  third-party  aetors.  (denying 
benefits) 

>  Publieize  CONUS  exereise  of  joint  foree  eonsequenee  management  resourees 
and  eritieal  infrastrueture  proteetion  in  HLS  support  role  (denying  benefits) 

>  Communieate  to  Adversary  Y  deeision-makers  the  faet  of  US  knowledge  of 
support  for  Adversary  X,  as  well  as  threaten  to  expand  US  war  aims  should 
open  eonfliet  oeeur  (Eneouraging  adversary  restraint) 

>  In  eoordination  with  the  other  instruments  of  national  power,  eonduet 
operations  direeted  at  eurtailing  Country  A’s  support  of  Adversary  X  (denying 
benefits / eneouraging  adversary  restraint) 

COAs  would  be  eollaboratively  eoordinated  to  inelude  all  eombatant  eommanders 

and  defense  ageneies  so  that  deterrenee  aetions  in  one  AOR  are  understood  and 

planned  for  in  all  AORs. 
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Appendix  B:  Illustrative  Deterrence  Example  for  Non-State  Actor 


Scenario:  The  Joint  Force  Commander  may  be  in  the  midst  of  conducting 
Stability  Operations  and  wants  to  deter  terrorist  group  A  from  attacking 
US/  allied  base  while  continuing  to  conduct  ongoing  operations.  Local  law 
enforcement  may  or  may  not  be  very  effective,  or  may  be  unwilling  to  effectively 
work  with  coalition  forces. 

Either  the  eharaeteristies  of  the  group  or  the  aetual  deeision-makers 
eontemplating  sueh  an  attaek  must  be  known  to  some  degree.  At  least  the 
general  eharaeteristies  and  methods  should  be  studied  and  understood. 
Ideally,  a  strategie  profile  of  those  deeision  makers  and  a  deterrenee  deeision 
ealeulus  has  been  ereated.  Without  sueh  knowledge  of  what  influenees  a  non¬ 
state  aetor,  deterrenee  will  be  even  more  diffieult,  if  not  virtually  impossible. 

Based  on  the  deeision  ealeulus/ assessment,  here  are  some  eonsiderations: 

Imposing  Costs: 

>  The  most  effeetive  means  of  imposing  eosts  may  be  via  eeonomie  means, 
eutting  off  their  funding  or  finaneial  support. 

>  Loeating  the  eelTs  deeision  makers,  weapons,  field  operatives,  and  their  supply 
ehain  is  likely  the  most  eritieal  pieee  of  effeetively  being  able  to  effeetively 
impose  eosts.  This  requires  effeetive  ISR  through  HUMINT  and  non-traditional 
means.  The  ehallenge  is  that  the  non-state  aetor  must  know  that  he  (or  his 
support  network)  is  vulnerable  to  US  attaek.  Means  of  eonstantly  surveying  a 
loeation  and  being  able  to  traee  personnel  baek  to  their  safe  houses  is  eritieal. 

>  As  an  aetor  inereases  the  seale  and  support  for  an  attaek,  he  inereases  the  risk 
that  he  may  be  diseovered. 

>  Additionally,  onee  he  realizes  that  his  network  is  at  risk,  he  may  alter  his 
methods  and  delay  his  attaek  until  some  later  time.  This  is  at  least  a  partial 
deterrenee  sueeess,  but  requires  eonstant  vigilanee  on  studying  and  deterring 
the  non-state  aetor,  espeeially  as  their  organization  ehanges  as  well  as  their 
methods. 

>  New  means,  espeeially  those  with  low  eollateral  damage  and  employed  in 
eonjunetion  with  law  enforeement,  are  eritieal  to  imposing  eosts  on  his 
network. 

>  If  the  nodes/ eells  of  the  network  are  strongly  linked  and  interdependent, 
threatening  to  impose  eosts  (via  military  or  eeonomie  means)  on  another  pieee 
of  the  network  may  be  suffieient  to  deter  an  attaek. 

>  A  well-distributed,  non-state  aetor  may  use  eleetronie  means  or  the  internet  to 
eommunieate,  whieh  may  be  suseeptible  to  network  attaek. 

>  Communieating  any  potential  eosts  may  be  partieularly  ehallenging  sinee  a 
direet  means  of  eommunieation  may  not  exist,  thus  third  parties  may  have  to 
be  used. 
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Denying  Benefits: 

>  Denying  benefit  may  be  the  most  effeetive  deterrent  means  available,  espeeially 
if  the  non- state  aetor’s  organization  is  small  and/or  well  distributed. 

>  Understanding  the  means  the  aetor  may  use  to  attaek  is  eritieal  to  being  able 
to  effeetively  eonstruet  defenses  and  threaten  to  deny  the  benefit  of  his  attaek. 
Additionally,  effeetive  defenses  must  be  eonstantly  updated  and  adapted  to 
potential  new  means  of  attaek  .  .  .  defenses  ean  never  be  statie,  beeause  the 
enemy  will  adapt. 

>  Hardening  or  distributing  eritieal  systems  may  aid  in  denying  benefit 

>  A  thwarted  attaek  that  is  well  publieized  may  deter  other  attaeks  and  diminish 
finaneial  or  material  support  of  the  non-state  aetor. 

>  Combining  passive  defenses  with  aetive  defenses  is  eritieal.  So  the  design  of 
any  faeility  (redundaney,  distribution  of  eritieal  systems,  ete.)  should  be 
eonsidered  to  minimize  the  effeetiveness  of  attaek  on  any  one  part.  While  the 
attaek  may  appear  sueeessful,  it  may  eause  little  to  no  damage,  whieh  should 
be  well  publieized. 

Eneouraging  Restraint: 


>  Consideration  of  the  eosts  and  benefits  of  restraint  are  diffieult  and  ean  deal 
with  politieally  sensitive  issues. 

>  The  eost  of  restraint  for  the  non-state  aetor  may  be  the  loss  of  support,  but  he 
must  pereeive  that  this  loss  is  less  than  the  loss  he  will  suffer  should  he 
aeeomplish  an  embarrassing,  ineffeetive  attaek. 

>  The  benefits  of  restraint  may  be  legitimaey  in  loeal  polities  or  at  least  being  able 
to  present  grievanees  to  the  loeal  government  without  fear  of  retribution. 

>  Providing  a  benefit  to  a  non-state  aetor  may  also  be  well  outside  of  the 
military’s  means,  but  should  be  eonsidered  in  a  robust  US  government 
approaeh  to  the  problem. 

>  Provide  an  alternative  to  the  adversary  to  further  his  eause  or  provide  him 
personal  gain  (vs.  group  gain). 

These  means  must  be  integrated  into  a  eoherent  strategy  for  deterrenee  based 
upon  the  deterrenee  deeision  ealeulus.  An  adversary’s  deeision  ealeulus  will 
ehange  over  time  and  with  signifieant  events.  No  single  way  or  means  is  likely 
to  be  suffieiently  effeetive  to  deter  attaek  by  a  non-state  aetor.  US  and  eoalition 
forees  must  be  not  be  eomplaeent,  rather  they  should  always  be  searehing  for 
new  adversary  means  of  attaek. 

An  extensive  study  of  the  non- state  aetor  may  yield  the  eonelusion  that  he 
already  pereeives  you  are  fully  engaged  in  an  all-out  war  with  him,  thus  you 
have  no  further  means  of  stopping  him  or  esealating  the  fight.  If  sueh  a 
pereeption  exists,  it  must  be  quiekly  eountered  to  deter  an  attaek.  In  the  end, 
the  non-state  aetor  may  be  so  driven  that  he  will  stop  at  virtually  nothing. 
Deterrenee,  in  this  ease,  must  eonsist  of  benefit  denial  through  adequate 
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coalition  defenses.  Denying  benefits  may  be  nothing  more  than  deterring  the 
attaek  for  long  enough  to  find  and  destroy  the  enemy. 
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Appendix  C:  Deterrence  Effects 

The  end  state  for  all  deterrenee  operations  is  deeisive  influenee  over  the 
adversary’s  deeision  ealeulus  in  order  to  deter  aggression  and  eoereion  against 
US  vital  interests.  The  end  state  is  aehieved  by  denying  benefits,  imposing 
eosts  and/or  eneouraging  adversary  restraint.  Eaeh  of  the  three  ways  ean  be 
used  by  the  joint  foree  eommander  to  strueture  objeetives,  the  effeets  required 
to  aehieve  the  objeetives,  and  the  eapabilities  required  to  generate  the  effeets. 
Sinee  deterrenee  is  tailored  to  the  adversary  within  a  speeifie  eontext,  it  is  not 
feasible  to  establish  a  eomprehensive  set  of  operational  effeets.  However,  it  is 
possible  to  offer  several  examples  of  the  kinds  of  deterrenee  effeets  the  joint 
foree  eommander  might  seek  to  aehieve  in  pursuit  of  two  generie  deterrenee 
objeetives:  eatastrophie  terrorist  attaek  by  a  non-state  aetor  and  a  rogue  state 
WMD  attaek  on  the  United  States. 

1.  End  State:  Deter  Catastrophie  Terrorist  Attaek  by  a  Non-State  Aetor 


OBJECTIVES 

EFFECTS 

High  value  targets  pereeived  as  seeure  and /  or 

Deny  Benefits 

inaeeessible 

Large  numbers  of  easualties  pereeived  as  unlikely 
Chosen  mode  of  attaek  seen  as  unlikely  to 
sueeeed 

Deereased  terrorist  reeruiting  as  result  of 
pereeived  laek  of  sueeessful  attaek 

Attaekers  eonvineed  they  will  not  be  seen  as 
martyrs  for  their  eause 

Key  leaders  pereeived  as  likely  to  be  killed  in 

Impose  Costs 

response 

Loss  of  terrorists'  support  infrastrueture  seen  as 
likely 

Sanetuary  for  group  seen  as  likely  to  be  denied 
Finaneial  support  seen  as  likely  to  deerease 
Terrorists/ supporters  seen  as  dishonored  by 
attaek 

Encourage 

Certain  targets  no  longer  eonsidered  justifiable  by 

Restraint 

sanetioning  authorities  reeognized  by  terrorists 
Potential  to  aehieve  politieal  objeetive  remains 
Seeurity  of  defeetors  ensured 

Supporters  see  effieaey  in  non-violent  struggle 
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2.  End  State:  Deter  WMD  Attaek  on  the  United  States  by  a  Rogue  State 


OBJECTIVES 

EFFECTS 

Deny  Benefits 

Desired  politieal  effeets  on  US  seen  as  unlikely 
Aetive  defense  of  targets  seen  as  highly  effeetive 
Preparation  for  attaek  seen  as  likely  to  be 
deteeted,  preempted  by  US 

Desired  intervention  of  third  party  seen  as 
unlikely 

US  seen  as  likely  to  esealate  its  war  aims  in 

Impose  Costs 

response 

Loss  of  remaining  WMD  eapabilities  seen  as  likely 
US  eoalition  seen  as  likely  to  grow  via  additional 
states  intervening  in  eonfliet 

Rogue  state  leadership  pereeives  threat  to  their 
personal  survival  due  to  US  retaliation 

Encourage 

Restraint 

Potential  for  an  aeeeptable  outeome  seen  as  still 
viable,  but  only  if  WMD  attaek  on  US  not 
undertaken 

US  war  aims  pereeived  to  be  limited 

Situational  awareness  maintained  by  rogue 
leadership 
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Appendix  D:  Linkages  Between  Deterrence  &  Other  Key  Defense  Activities 

The  DO  JOC  outlines  the  ways  a  JFC  will  bring  US  military  eapabilities  to  bear 
in  deterring  threats  to  US  vital  interests  under  a  wide  variety  of  eurrent  and 
future  eireumstanees.  However,  deterrenee  is  not  “waged”  in  a  vaeuum. 
Rather,  the  US  eonstantly  eonduets  other  key  defense  aetivities  that  have 
impaets  on,  and  are  impaeted  by,  the  goal  of  deterrenee.  This  appendix 
provides  a  high  level  overview  of  the  nature  of  those  impaets. 


Deterrence  Impact  on  other  Key  Defense  Activities 


Deterrence  Impacts  on  Assurance 

•  Extended  deterrence  powerfully  assures 
’  Coalition  formation/maintenance  eased 

•  Helps  prevent  allied  proliferation 


Deterrence  Impacts  on  Dissuasion 

•  Some  competitive  measures  rendered  moot 

■  But  not  all  (some  are  defensive) 

•  May  result  in  policy  change  (away  from  hostility) 


Deterrence  Impacts  on  Defeat 
’  Deterring  WMD  use  facilitates  defeat 
’  Deterring  coercion  strengthens  coalitions 
’  Thus  facilitating  defeat 


Figure  1:  Deterrence  Impacts  on  other  Key  Defense  Activities 
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Deterrence  Impacts  on  Assure,  Dissuade,  and  Defeat  (Figure  1) 

Assure.  Effective  deterrence  has  three  primary  impacts  on  the  assurance  of 
US  allies.  Through  political  commitments  to  defend  our  allies,  the  deterrent 
effect  of  US  capabilities  is  extended  to  our  friends  by  assuring  their  security 
needs  will  be  met.  This  central  assurance  impact  of  extended  deterrence  has 
two  important  secondary  effects.  First,  allied  perception  that  extended 
deterrence  will  be  effective  tends  to  ease  the  formation  and  maintenance  of  US- 
led  coalitions.  Second,  effective  extended  deterrence  encourages  allies  to  forgo 
indigenous  development  or  procurement  of  duplicative  military  capabilities, 
thereby  enhancing  US  counterproliferation  efforts. 

Dissuade.  Adversaries  that  perceive  US  deterrence  efforts  and  operations  as 
effective  may  also  be  dissuaded  from  militarily  competing  with  us  in  certain 
areas.  For  example,  if  US  deterrence  efforts  are  successful,  some  adversaries 
may  view  the  acquisition  or  maintenance  of  certain  threatening  capabilities  as 
superfluous  and  excessively  expensive.  As  an  example,  effective  ballistic 
missile  defenses  minimize  an  adversary’s  benefits  and  reduce  incentives  for 
acquiring  ballistic  missiles.  Defenses  also  magnify  an  adversary’s  financial 
burdens,  since  the  adversary  that  continues  to  pursue  missile  development 
must  develop  better  (and  more  expensive)  countermeasures  when  attempting  to 
overcome  defenses. 

It  should  be  noted  that  effective  deterrence  might  not  always  have  this  effect. 
Some  potentially  threatening  capabilities  may  still  be  attractive  because  an 
adversary  believes  they  are  essential  to  their  own  deterrence  efforts  aimed  at 
the  US  or  at  other  regional  competitors  or  adversaries.  Effective  deterrence 
may  even  result  in  adversaries  changing  their  policy  vis-a-vis  the  US  and  its 
allies,  opting  for  a  less  hostile  or  competitive  approach  given  the  futility  of 
military  competition. 

Defeat.  Finally,  effective  deterrence  can  powerfully  enhance  the  pursuit  of  the 
“defeat”  defense  policy  goal  if  necessary.  First  and  foremost,  deterring 
adversary  use  of  WMD  enables  the  US  to  bring  its  overwhelming  conventional 
supremacy  to  bear  (without  being  deterred  ourselves),  thereby  facilitating 
adversary  compliance  on  US  terms.  Deterrence  of  adversary  coercion  efforts 
against  US  allies  also  can  facilitate  adversary  defeat  by  strengthening  US-led 
coalitions  and  ensuring  allied/ coalition  participation  in  (and  support  of)  defeat- 
focused  operations. 
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Key  Defense  Activities:  impacts  on  Deterrence 


Assurance  Impacts  on  Deterrence 

•  Increased  resolve  of  coalitions 

•  Increased  US  stake  increases  US  will 

•  Enables  US  capabilities:  basing,  etc. 


Dissuasion  Impacts  on  Deterrence  Defeat  Impacts  on  Deterrence 

•  Shapes  strategic  deterrence  “battlefield”  •  Vast  Impacts  on  all  three  “ways”  to  deter 

•  Preserves  U.S.  superiority  in  key  areas 

•  Pre-crisis  benefit  denial 


Figure  2:  Impact  of  other  Key  Defense  Activities  on  Deterrence 


Assure,  Dissuade,  Defeat  Impacts  on  Deterrence  (Figure  2) 

Assure.  Successful  assurance  of  US  allies  has  three  key  impaets  on  our 
strategie  deterrenee  efforts.  First,  assured  allies  are  resolute  allies,  partieularly 
in  the  faee  of  determined  eoereive  aetions  by  our  adversaries.  Inereased 
eoalition  resolve  in  turn  enhanees  deterrenee  by  eonvineing  adversaries  that 
there  is  no  indireet  means  of  undermining  US  involvement  and  proseeution  of 
military  operations.  Seeond,  assuranee  efforts  also  have  the  effeet  of 
eonvineing  adversaries  that  the  US  stake  in  the  outeome  of  a  eonfliet  involving 
our  allies  is  high.  This  enhanees  deterrenee  by  inereasing  adversaries’ 
pereeption  of  US  politieal  will  and  determination.  As  an  example,  the  forward 
basing  of  US  forees  in  areas  of  potential  eonfliet  raises  the  profile  of  US 
interests  while  assuring  allies  at  the  same  time.  Finally,  assured  allies  are  far 
more  likely  to  provide  US  forees  the  basing  and  other  support  that  enables  the 
JFC  to  bring  our  full  array  of  eapabilities  to  bear  in  a  timely  and  sustained 
manner. 


72 


Dissuade.  The  deterrence  impact  of  effective  dissuasion  efforts  is  derived 
primarily  from  a  “shaping  the  deterrence  battlespace”  effect.  Adversaries  that 
opt  not  to  compete  with  us  in  certain  areas  of  military  capability  indirectly 
enhance  our  own  deterrence  by  bolstering  perceived  US  credibility.  Dissuasion 
preserves  our  military  supremacy  in  areas  critical  to  effective  deterrence,  and 
aids  in  convincing  adversaries  that  we  can  and  will  deny  them  the  benefits  of 
contemplated  aggression  in  the  pre-crisis,  day-to-day  peacetime  period. 

Defeat.  The  cost,  method,  and  speed  of  defeat  of  other  adversaries  will  have 
critical  impact  on  the  perception  of  U.S  vis-a-vis  other  adversaries.  The  JFC 
must  take  these  potential  impacts  into  account  (and  explicitly  plan  to  exploit 
them)  as  he  plans  and  conducts  adversary  defeat  operations. 
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Appendix  E:  Linkages  to  Joint  Capability  Areas 


This  appendix  (cross-references  the  broad  Deterrence  capabilities  from  Part  I  to  the  extant  Tier  1  and  2  JCAs 
as  described  in  the  Refined  Joint  Capability  Areas  Tier  1  and  Supporting  Tier  2  Lexicon  dated  24  August 
2005.  It  describes,  where  applicable,  how  the  deterrence  capabilities  expand  upon  or  deviate  from  the  existing 
JCAs. 


Deterrent  Operations  Broad 
Capability  (  2.0-xxxC) 

Most  Relevant  JCA(s) 

Comparison  Results  and 
Implications 

Tier  1 

Tier  2 

1 

Global  Situational  Awareness 

Joint  Battlespace 
Awareness  (BA) 

Observation  and  Coiiection  (Aii  Domains) 

JCAs  do  not  adequateiy  describe  the  need  to 
characterize  potentiai  adversaries. 

Processing  and  Expioitation 

These  JCAs  adequateiy  cover  the  requirements. 

Joint  Command  and 
Controi  (C2) 

Deveiop  &  Maintain  a  Shared  Situationai  Awareness 
&  Understanding;  Access/Share  info  on 
Adversary/Neutrai;  Empioy  Biue  Force  Tracking; 
Dispiay  Taiiored,  Reievant  SA  info 

These  JCAs  adequateiy  cover  the  requirements. 

2 

Command  and  Control 

Joint  C2 

Estabiish/Adapt  Command  Structures  and  Enabie 
both  Giobai  and  Regionai  Coiiaboration;  Refine 
Command  Reiationships;  Estabiish/ldentify 
Coiiaboration  Mechanisms 

These  JCAs  adequateiy  cover  the  requirements. 

Communicate  Commander’s  intent  and  Guidance; 
Direct  Action  through  Mission-Type  Orders 

These  JCAs  adequateiy  cover  the  requirements. 

Synchronize  Execution  Across  aii  Domains;  Synch 
Operations  w/MSN  Partners  &  other  Agencies; 
Synch  Execution  Between/Across  Phases 

JCA’s  do  not  sufficientiy  address  supporting 
environments  with  unique  theater  knowiedge  to 
ieverage  a  shared  Commander’s  intent. 

3 

Forward  Presence 

Joint  BA 

Observation  and  Coiiection  (Aii  Domains) 

These  JCAs  adequateiy  cover  the  requirements. 

Joint  Force 
Management 

Giobai  Posture 

These  JCAs  adequateiy  cover  the  requirements. 

Joint  C2 

Leverage  Mission  Partners;  Coordinate  with  MSN 
Partners  to  Gain  Actionabie  Commitment 

These  JCAs  adequateiy  cover  the  requirements. 

Joint  Access  &  Access 
Deniai  Operations 

Contingency  Basing 

May  inciude  permanent  US-ied  muitinationai  HQs 
when  mutuaiiy  beneficiai  to  the  U.S  and 
supporting  countries. 

Joint  Giobai  Deterrence 

Force  Projection 

These  JCAs  adequateiy  cover  the  requirements. 
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Deterrent  Operations  Broad 
Capability  (  2.0-xxxC) 

Most  Relevant  JCA(s) 

Comparison  Results  and 
Implications 

Tier  1 

Tier  2 

4 

Security  Cooperation  and  Military 
Integration 

Joint  C2 

Leverage  Mission  Partners;  Coordinate  with  MSN 
Partners  to  Gain  Actionabie  Commitment 

The  JCAs  do  not  address  that  host  nation  may  be 
required  to  provide  the  predominance  of  security 
and/or  certain  forces  (e.g.  mine  ciearing). 

Joint  Access  &  Access 
Deniai  Operations 

Contingency  Basing 

JCA’s  faii  to  mention  that  provision  (construction) 
of  permanent  faciiities  may  be  for  required  for 
iimited  duration  use. 

Joint  Pubiic  Affairs 
Operations 

Community  Reiations 

These  JCAs  adequateiy  cover  the  requirements. 

Joint  Shaping 

Miiitary  Dipiomacy 

These  JCAs  adequateiy  cover  the  requirements. 

Security  Cooperation;  Buiiding  Miiitary  Partner 
Capabiiity/Capacity;  Regionai  Security  initiatives 

5 

Active  and  Passive  Defenses 

Joint  BA 

Dissemination  &  integration;  Enabie  Reai-Time  Intei 
for  Warfighter 

JCAs  do  not  address  the  very  short  timeiines  an 
active  defense  requires  this  information  in. 

Joint  02 

Deveiop  &  Maintain  a  Shared  Situationai  Awareness 
&  Understanding;  Access/Share  Info  on  Adversary 

JCAs  do  not  address  the  very  short  timeiines 
necessary  for  active  defense. 

Joint  Homeiand 
Defense 

Air  &  Space  Defense 

JCAs  do  not  address  the  very  short  timeiines 
necessary  for  active  defense 

Criticai  infrastructure  Protection 

These  JCAs  adequateiy  cover  the  requirements. 

Joint  Protection 

WMD  Threat;  Consequence  Management 

Does  not  sufficientiy  discuss  the  compiicated 
interagency  reiationships  that  must  be 
coordinated. 

Defense  Support  of  Civii 
Operations 

Emergency  Preparedness 

These  JCAs  adequateiy  cover  the  requirements 

Joint  Giobai  Deterrence 

Giobai  Defense;  Giobai  Missiie  Defense 

These  JCAs  adequateiy  cover  the  requirements 

6 

Global  Strike 

Joint  02 

Synchronize  Execution  Across  aii  Domains;  Synch 
Ops  w/MSN  Partners  &  Other  Agencies;  Synch 
Execution  Between/Across  Phases;  Vaiidate 
Targets 

These  JCAs  adequateiy  cover  the  requirements 

Joint  BA 

Observation  &  Coiiection  (Aii  Domains) 

These  JCAs  adequateiy  cover  the  requirements 

Joint  Air  Operations 

Strategic  Attack;  Conventionai,  Kinetic  Attack 

These  JCAs  adequateiy  cover  the  requirements 

Theater  Air  &  Missiie  Defense;  Theater  Baiiistic 
Missiie  Defense 
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Deterrent  Operations  Broad 
Capability  (  2.0-xxxC) 


Most  Relevant  JCA(s) 


Tier  1 


Joint  Space  Operations 


Joint  Access  &  Access 
Deniai  Operations 


Joint  information 
Operations 


Joint  Protection 


Joint  Speciai  Operations 
&  irreguiar  Operations 


Tier  2 


Space  Force  Appiication 


Contingency  Basing 


Eiectronic  Warfare 


Computer  Network  Operations 


Conventionai  Weapons  Threat;  Piatform  Protection 


Direct  Action 


Comparison  Results  and 
Implications 


These  JCAs  adequateiy  cover  the  requirements 


These  JCAs  adequateiy  cover  the  requirements 


This  JCA  does  not  adequateiy  cover  the  emerging 
cyberspace  warfare  requirements 


This  JCA  does  not  adequateiy  cover  the  emerging 
cyberspace  warfare  requirements 


These  JCAs  adequateiy  cover  the  requirements 


These  JCAs  adequateiy  cover  the  requirements 


Strategic  Communication  and 
Information  Operations 


Joint  Pubiic  Affairs 
Operations 


Pubiic  Affairs  Operationai  Pianning;  Communication 
Assessment  and  Evaiuation 

Pubiic  information;  Media  reiations;  Visuai 
information  Activities;  Pubiic  Websites 


These  JCAs  do  not  adequateiy  cover  the 
emerging  cyberspace  warfare  requirements 


Command/internai  information 


Community  Reiations 


Joint  Shaping 


Miiitary  Dipiomacy 

Defense  Support  to  Pubiic  Dipiomacy 


Strategic  information  &  Engagement  Coordination; 
Anaiyticai  Support  and  Assessment 


Security  Cooperation 


Joint  information 
Operations 


Computer  Network  Operations 


Operations  Security 


Miiitary  Deception 


Information  Operations  (lO) 


Joint  information 
Operations 


iO  is  a  Tier  1  JCA 


Deterrence  Assessment 


Observation  &  Coiiection  (Aii  Domains) 


Joint  BA 


Anaiysis  &  Production;  Current  inteiiigence;  Generai 
Military  inteiiigence;  Predictive  Anaiysis 


JCA’s  do  not  address  the  need  for  adversary 
specific  in-depth  analysis/characterization  of 
potential  adversaries  for  deterrence  operations. 


Evaluation  &  Feedback 
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